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SUMMARY of CHANGE

AR 380-5
Departnment of the Arny Information Security Program

Thi s revision--

o Enphasizes the responsibilities of Headquarters Departnent of the Arny, the
Conmander, the Conmmand Security Manager, the Supervisor, and t he | ndivi dual
(chap 1).

o Updates information relating to Restricted Data, Fornerly Restricted Data,
Sensitive Conpartnmented | nformation, Communications Security Information,
and Speci al Access ProgramInformation (chap 1).

o Expands and clarifies exceptional situations and waivers (chap 1).

o Specifies the process for applying original classification (chap 2).

0 Renoves the declassification statement Originating Oficials Determ nation
Required or “OADR’ (para 2-11).

o Changes the distribution process for security classification guides (para 2-
18).

o Qutlines the procedures for challenges to classification (para 2-22).
o Updates information regarding the Arny Decl assification Program(chap 3).

o Updates informationrelatingtothe deadline for automatic decl assification,
addi ng an additional 18 nonths (para 3-5).

o Gves clearer information in regards to destruction, declassification,
purgi ng, and clearing (chap 3).

0 Replaces the statenent “US ONLY” with “NOFORN’ (para 4-6).

o Updates Warning Notices for printed docunents and those on Autonated
I nformation Systens (para 4-12).

o Lists the obsolete restrictions and control nmarkings (para 4-13).

o Qutlines the requirenents relating to For Oficial Use Only (FOUO
i nformati on (chap 5).

0 Replaces the statement “Limted Oficial Use” with “Sensitive But
Uncl assified” (para 5-7).

o Qutlines the requirenents relating to Drug Enforcenent Adm nistration
Sensitive Information (chap 5).



Qutlines the requirenments relating to Departnent of Defense Unclassified
Control |l ed Nuclear Infornmation (chap 5).

Qutlines therequirenents relating to sensitive infornmation and the Conputer
Security Act of 1987 (chap 5).

Qutlines the requirenents relating to distribution statenents on scientific
and techni cal docunents (para 5-24).

Qutlines the requirenments regarding the SF 312 (Cassified Information
Nondi scl osur e Agreenent (NDA) (chap 6).

Expl ains the requirenents to access Departnent of the Arny classified
i nformati on by i ndi vidual s or agenci es outsi de t he Executive Branch (para 6-
8).

Adds gui dance to t he use of speakerphones (para 6-14).

Updat es gui dance on classified neetings, conferences, and acquisition
nmeetings (para 6-18).

Renoves the requirenent for the Entry/Exit Inspection Programand the Two-
Person Integrity Program (para 6-36).

Updates the federal specifications for |ocks (para 7-4).
Updat es procedures for handcarrying of classified material (chap 8).
Qutlines requirenents for transportation plans (para 8-7).

Enphasi zes annual refresher training requirenents for the security education
program (para 9-7).

Rescinds DA Form 2134 (Security Violation(s) Report) (para 10-3).
Updat es security controls on di ssem nati on and marki ng of warni ng notices on
intelligenceinformationtoincludethelatest version of Director of Central

Intelligence Directive 1/7 (app D).

Addresses security procedures for docunents created for and on autonated
i nformati on systens and | nternet web-based di splay (app E)

Updat es t he Managenent Control Eval uation Checklist (app F, section |).

Li sts and describes the nodern arny recordkeepi ng system file nunbers
associated with this Regulation (app F, section I1).

Updat es i nformati on of Special Access Prograns (app |).

Updat es t he abbrevi ations and termi nology lists (glossary).
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Summary. This regulation implements
the policy set forth in Executive Order (E.
0.) 12958, “Classified National Security
Information”, April 17, 1995, with
amendments, and DOD 5200.1-R, “Infor-
mation Security Program.” It establishes

the policy for classification, downgrading,
declassification, and safeguarding of in-
formation requiring protection in the inter-
est of national security.

Applicability. This regulation applies to
al military and civilian members of the
Active Army, Army National Guard of
the United States (ARNGUS), and U.S.
Army Reserve (USAR) and Department
of the Army (DA) personnel. During mo-
bilization, chapters and policies contained
in this regulation may be modified by the
proponent.

Proponent and exception authority.
The proponent of this regulation is the
Deputy Chief of Staff for Intelligence.
The Deputy Chief of Staff for Intelligence
has the authority to approve exceptions to
this regulation that are consistent with
controlling law and regulation, and as
stated in this regulation. Paragraph 1-20
of this regulation further delineates waiver
and exception to policy authority.

Army management control process.

This regulation contains management con-
trol provisions and identifies key manage-
ment controls that must be evaluated.

Supplementation. Supplementation of
this regulation is permitted at command
option, but is not required.

Suggested Improvements. Users are
invited to send comments and suggestions
on DA Form 2028, Recommended
Changes to Publications and Blank Forms,
through command channels to HQDA
DCSINT (DAMI-CH), 2511 Jefferson
Davis Highway, Suite #9300, Arlington,
VA 22209-3910.

Distribution. This publication is availa
ble in electronic media only and is in-
tended for command levels A, B, C, D,
and E for the Active Army, the Army
National Guard, and the U.S. Army
Reserve.
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Chapter 1
General Provisions and Program Management

Section |
Introduction

1-1. Purpose

This regulation establishes the policy for the classification, downgrading, declassification, transmission, transportation,
and safeguarding of information requiring protection in the interests of national security. It primarily pertains to
classified national security information, now known as classified information, but also addresses controlled unclassified
information, to include for official use only and sensitive but unclassified. For the purposes of this regulation, classified
national security information, or classified information, is defined as information and/or material that has been
determined, pursuant to EO 12958 or any predecessor order, to require protection against unauthorized disclosure and
is marked to indicate its classified status when in documentary or readable form. This regulation implements Executive
Order (EO) 12958 and Department of Defense Regulation 5200.1-R. This regulation contains the minimum Depart-
ment of the Army (DA) standards for the protection of classified information and material. Such standards may be
enhanced but never lessened at command option. This regulation also establishes the DA policy on the safeguarding of
Restricted Data (RD) and Formerly Restricted Data (FRD) as specified by the Atomic Energy Act of 1954. This
regulation also provides guidance on the proper handling of sensitive unclassified material. A restatement and
interpretation of the policy concerning the protection of controlled unclassified information is included in this regula-
tion as chapter 5. This regulation does not establish the special, additional policy for the safeguarding of special
category information to include Sensitive Compartmented Information (SCI) or Communications Security (COMSEC),
which can be found in AR 380-28 and AR 38040 respectively. It does address the protection of information in an
automated environment (app E) and Specia Access Programs (SAPs) (app I).

1-2. References
Required and related publications and prescribed and referenced forms are listed in appendix A.

1-3. Explanation of abbreviations and terms
Abbreviations and special terms used in this regulation are explained in the glossary.

Section 1l
Responsibilities

1-4. Secretary of the Army
The Secretary of the Army (SECARMY) will—

a. Appoint a senior agency official to be responsible for direction and administration of the program within the
Army. The SECARMY may designate a separate senior official to be responsible for overseeing SAPs within the
Army, if necessary.

b. Commit necessary resources to the effective implementation of the information security program.

c. Establish procedures to ensure that the head of each Mgor Command (MACOM) that creates, handles or stores
classified and sensitive information, appoints an official to serve as security manager for the command, who will
provide management and oversight of the command's information security program.

1-5. Headquarters Department of the Army (HQDA)

a. The Deputy Chief of Staff for Intelligence (DCSINT), Headquarters, DA (HQDA), is designated as the DA
Senior Official of the Intelligence Community (SOIC), to direct, administer, and oversee the Army’s information
security program. The Chief of the Counterintelligence/lHuman Intelligence Division (DAMI-CH), Intelligence Policy
Directorate, provides staff support for these functions. The DCSINT will—

(1) Promulgate (or cause to promulgate) policy, procedures, and programs necessary for the implementation of EO
12958 and resulting national and Department of Defense (DOD) Directives (DODD).

(2) Monitor, evaluate, and report on the administration of the Army’s information security program. Ensure
MACOM, Mgor Subordinate Commands (MSC) and other agencies, establish and maintain an ongoing self—inspection
program, to include periodic reviews and assessments of their classified and sensitive products.

(3) Respond to information security matters pertaining to classified and sensitive information that originated in an
Army command that no longer exists and for which there is no successor in function.

(4) Delegate SECRET and CONFIDENTIAL Origina Classification Authority (OCA) to other Army officias. The
SECARMY is the only Army official that may delegate TOP SECRET original classification authority.

(5) Commit the necessary resources for the effective policy development and oversight of the programs established
by this regulation.
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b. The Chief, Technology Management Office (TMO), HQDA, is the Army primary contact for the management
and oversight of Army and Army—supported SAPs. The Chief, TMO will implement SAPs information security
measures and all associated policies necessary to execute the SAPs security policy that is established and directed by
the HQDA, DCSINT. See appendix | of this regulation and AR 380-381 for further guidance on SAPs.

c. The Deputy Chief of Staff for Personnel (DCSPER), HQDA, will execute the provisions of section 5.6(c)(7) of
EO 12958, and establish policy to ensure that the systems used to evaluate or rate civilian and military personnel
performance, include the management of classified, and when possible sensitive, information as a critical element/item/
objective to be evaluated in the rating of—

(1) Origina classification authorities.

(2) Security managers and security specialists.

(3) All other personnel whose duties significantly involve the creation or handling of classified and sensitive
information.

d. The Comptroller of the Army, HQDA, will execute the provisions of section 5.6(c)(8) of EO 12958, establish and
implement a system for accounting for the costs associated with the Army implementation of EO 12958, and for
reporting those costs to the Director of the Information Security Oversight Office (ISOO) for publication.

1-6. The Commander

Security is a command function. Commanders, Officers in Charge (OIC), and heads of agencies and activities (referred
to as commanders), will effectively manage the information security program within their commands, agencies,
activities, or areas of responsibility (referred to as commands). Commanders may delegate the authority to execute the
requirements of this regulation, where applicable, but not the responsibility to do so. Security, including the safeguard-
ing of classified and sensitive information and the appropriate classification and declassification of information created
by command personnel, is the responsibility of the commander. The commander will—

a. Establish written local information security policies and procedures and an effective information security educa-
tion program.

b. Initiate and supervise measures or instructions necessary to ensure continual control of classified and sensitive
information and materials.

c. Ensure that persons requiring access to classified information are properly cleared.

d. Continually assess the individual trustworthiness of personnel who possess a security clearance.

e. Designate a Command Security Manager (CSM) by written appointment. The CSM will be of sufficient rank or
grade to effectively discharge assigned duties and responsibilities. As a genera requirement, the CSM will be a
commissioned officer (0-3 or above), warrant officer, or civilian in the grade of GS-12 or above. The MSC
commander may, subject to MACOM or Administrative Assistant to the Secretary of the Army (HQDA SAAA) for the
HQDA staff for policy approval, designate a CSM at a lower rank or grade in situations in which the rank or grade of
the individual selected is sufficient to effectively discharge assigned responsibilities. The CSM will have direct access
to the commander on matters affecting the information security program.

f. Ensure the CSM is afforded security training consistent to the duties assigned.

g. Ensure adequate funding and personnel are available to allow security management personnel to manage and
administer applicable information security program requirements.

h. Review and inspect the effectiveness of the information security program in MSCs.

i. Ensure prompt and appropriate responses are given, or forward for higher echelon decision, any problems,
suggestions, requests, appeals, chalenges, or complaints arising out of the implementation of this regulation.

j. Ensure the prompt and complete reporting of security incidents, violations, and compromises, related to classified
and sensitive information, as directed herein.

k. Ensure prompt reporting of credible derogatory information on assigned/attached personnel, to include recommen-
dations for or against continued access.

1-7. The Command Security Manager
The command security manager is the principal advisor on information security in the command and is responsible to
the commander for management of the program. The CSM will—

a. Advise and represent the commander on matters related to the classification, downgrading, declassification, and
safeguarding of national security information.

b. Establish and implement an effective security education program as required by chapter 9 of this regulation.

c¢. Establish procedures for assuring that al persons handling classified material are properly cleared. The clearance
status of each individual must be recorded and accessible for verification.

d. Advise and assist officials on classification problems and the development of classification guidance.

e. Ensure that classification guides for classified plans, programs, and projects are properly prepared, distributed,
and maintained.
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f. Conduct a periodic review of classifications, assigned within the activity, to ensure that classification decisions are
proper.

g. Consistent with operational and statutory requirements, review all classified and sensitive documents in coordina-
tion with the Command Records Management Officer. Continually reduce, by declassification, destruction, or retire-
ment, unneeded classified and sensitive material.

h. Submit Standard Form (SF) 311 (Agency Information Security Program Data) to DAMI-CH annually, as
required.

i. Supervise or conduct security inspections and spot checks and notify the commander regarding the compliance
with this regulation and other security regulations and directives.

j.- Assist and advise the commander in matters pertaining to the enforcement of regulations governing the access,
dissemination, reproduction, transmission, transportation, safeguarding, and destruction of classified and sensitive
material.

k. Make recommendations, based on applicable regulations and directives, on requests for visits by foreign nationals,
and provide security and disclosure guidance if the visit request is approved.

I. Ensure the inquiry and reporting of security violations is completed, including compromises or other thregats to the
safeguarding of classified and sensitive information, in accordance with chapter 10 of this regulation. Recommend to
the decision official whether or not administrative sanction is warranted, and/or indicate corrective action that should
be taken concerning security violations.

m. Ensure proposed public releases on classified and sensitive programs be reviewed to preclude the release of
classified information or other sensitive unclassified information covered under the Freedom of Information Act
(FOIA).

n. Establish and maintain visit control procedures in cases in which visitors are authorized access to classified
information.

0. Issue contingency plans for the emergency destruction of classified and sensitive information and material and,
where necessary, for the safeguarding of classified and sensitive information and material used in or near hostile or
potentially hostile aress.

p. Be the single point of contact to coordinate and resolve classification or declassification problems.

g. Report data as required by this regulation.

1-8. The Supervisor

Supervisory personnel (to include those in command positions) have a key role in the effective implementation of the
command’s information security program. Supervisors, by example, words, and deeds, set the tone for compliance by
subordinate personnel with the requirements to properly safeguard, classify, and declassify, information related to
national security. The supervisor will—

a. Ensure subordinate personnel who require access to classified information are properly cleared and are given
access only to that information, to include sensitive information, for which they have a need-to—know.

b. Ensure subordinate personnel are trained in, understand, and follow, the requirements of this regulation, and local
command policy and procedures, concerning the information security program.

¢. Continually assess the eligibility for access to classified and sensitive information of subordinate personnel and
report to the CSM any information that may have a bearing on that digibility.

d. Supervise personnel in the execution of procedures necessary to allow the continuous safeguarding and control of
classified and sensitive information.

e. Include the management of classified and sensitive information as a critical element/item/objective in personnel
performance evaluations, where deemed appropriate, in accordance with Army personnel policy and paragraph 1-5c of
this regulation. Supervisors should include the protection of classified and sensitive information as a performance
evaluation factor or objective for other personnel as the supervisor deems appropriate.

f. Lead by example. Follow command and Army policy and procedures to properly protect classified and sensitive
information and to appropriately classify and declassify information as stated in this regulation.

1-9. The Individual

All DA personnel, regardless of rank, grade, title, or position, have a personal, individual, and official, responsibility to
safeguard information, related to national security, that they have access to. All DA personnel will report, to the proper
authority, the violations by others that could lead to the unauthorized disclosure of classified and sensitive information.
This responsibility cannot be waived, delegated, or in any other respect, excused. All DA personnel will safeguard all
information and material, related to national security, especialy classified information, which they access, and will
follow the requirements of this and other applicable regulations.
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Section Il
Program Management

1-10. Applicability definition

This regulation governs the Department of the Army information security program and applies to al DA personnel to
include military and civilian members of the Active Army, Army National Guard (ARNG), and Army Reserve
(USAR). Information relating to national security will be protected by DA personnel and employees against un-
authorized disclosure. For the purposes of this regulation, DA personnel includes any active or reserve military
personnel or National Guard, assigned or attached to a Department of the Army installation or activity, and persons
employed by, assigned to, or acting for, an activity within the Department of the Army, including contractors,
licensees, certificate holders, and grantees, and persons otherwise acting at the direction of such an activity.

1-11. General principles

a. All DA personnel, regardless of rank, title, or position, have a personal, individual, and official responsibility for
the proper safeguarding and protection of the information they have access to, in particular, classified information.

b. Information will be classified, or protected as sensitive, only when it is in the interest of national security, and
downgraded or declassified when it is determined that the information requires, in the interest of national security, a
lower degree of protection against unauthorized disclosure than is currently required. Information or material, that
requires protection against unauthorized disclosure, in the interest of national security, shall be classified as one of the
three following categories or levels, as defined in this regulation:

(1) TOP SECRET.

(2) SECRET.

(3) CONFIDENTIAL.

c. Information and material, classified under this regulation, will be afforded the level of protection, against
unauthorized disclosure, commensurate with the level of classification or sensitivity assigned, under the varying
conditions that may arise in connection with its use, dissemination, storage, movement, transmission, or destruction.
Responsible officials will ensure that classified and sensitive information and materials are adequately protected from
compromise. Everyone must be continually aware of possible threats from all-source intelligence efforts of potential
adversaries.

d. Access to classified information is authorized only to the following personnel:

(1) Persons with the appropriate need-to—know for the information in order to perform a lawful and authorized
governmental function;

(2) Persons who have been granted a security clearance and access authorization at the appropriate level of
clearance.

(3) Persons who have executed an appropriate non—disclosure agreement. AR 380-67 contains policy on the
personnel security clearance program. Note: The holder, not the potential receiver, of the information, determines the
need—to—know and is responsible for verifying the clearance and access authorization of the potential receiver. No
person will be granted access to classified information solely by virtue of rank, title, or position.

e. Classified and sensitive information will be maintained only when necessary for the operation of the organization
or when its retention is required by law, regulation, or records management policy.

1-12. Legal authority

The statutory authority for this regulation is derived from Title 18, of the United States Code (USC), the Atomic
Energy Act of 1954, as amended, Executive Orders, issuances from the Office of Management and Budget (OMB), and
the Security Policy Board (SPB).

1-13. Recordkeeping Requirements

This regulation requires the creation, maintenance, and disposition, of records, to document and support the business
processes of the Army. Recordkeeping requirements are found in section Il of appendix F, of this regulation, and AR
25-400-2.

Section IV
Program Direction

1-14. Background
Within the Federal Government, and the Office of Management and Budget, are a number of offices designed to
oversee and implement EO 12958. These offices issue directives, as necessary and these directives are binding to all
the components. Directives issued by these offices establish standards for—

a. Classification and marking principles.

b. Agency security education and training programs.
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c. Agency self-inspection programs.
d. Classification and declassification guides.

1-15. Information Security Oversight Office Responsibility

The Director of the Information Security Oversight Office (ISOQ) is delegated the responsibility for the implementa
tion and monitorship functions of these programs. The details on the make-up and responsibilities of these offices are
contained in EO 12958, a reprint of which can be found in appendix B, of this regulation.

Section V
Special Types of Information

1-16. Atomic Energy Information (Restricted Data (RD)/Formerly Restricted Data (FRD))

The primary purpose of this regulation is to implement EO 12958 and its implementing Department of Defense
directives. EO 12958 does not apply to information classified as Restricted Data (RD) or Formerly Restricted Data
(FRD). Nothing in EO 12958 supersedes any requirement made by, or under, the Atomic Energy Act of 1954, as
amended. Of particular importance is that neither RD nor FRD information is subject to the automatic declassification
provision of EO 12958, as specified in chapter 3 of this regulation. RD and FRD information will not be declassified
without the specific permission of the Department of Energy (DOE). RD and FRD shall be safeguarded, classified,
downgraded, and declassified, per the provisions of the Atomic Energy Act of 1954, as amended, and by DOD and
Army policy. The Army policy on the marking and safeguarding, of RD/FRD information, is contained in chapters 4
and 6, respectively, of this regulation. RD and FRD information will be safeguarded, as required by this regulation, for
other information of a comparable level of security classification. The policy on the classification, downgrading, and
declassification, of RD and FRD information, is stated in classification and declassification guidance promulgated by
the DOE, or in guidance issued jointly by the DOD and DOE.

1-17. Sensitive Compartmented Information, Communications Security Information, and Special
Access Programs Information

Security classification and declassification policies apply to SCI, COMSEC, and SAPs information in the same manner
as other classified information (see app C for guidance on declassification of cryptologic information and appendix I,
of this regulation, for more information on SAPs). SCI, COMSEC, and SAPs information will be controlled and
safeguarded in accordance with AR 380-28, AR 38040, and AR 380-381, respectively.

Section VI
Exceptional Situations

1-18. Military Operations, Exercises, and Unit Deactivations

a. Military Operations. The provisions of this regulation may be modified, but not lessened, by the commander or
senior official, as necessary to meet local conditions relating to combat, combat operations, emergency conditions
under operations other than war, to include peacekeeping operations, and any other emergency situation where that
operation or situation requires exceptional measures to protect life or Department of the Army assets. The criteria for
classification and sensitivity of national security information remains for all situations, however, nothing in this
regulation prohibits commanders from protecting any other information they deem necessary, to carry out the military
operations and emergency situations identified above. Classified and sensitive information may be introduced into
combat areas or zones or areas of potential hostile activity, but only as necessary to accomplish the military mission.

b. Military Exercises. Military exercises pose a unique situation where the handling and protection of classified and
sensitive information are concerned. During exercises troops are told to “train as you would fight.” When material,
used in exercises, are “Classified For Training Only,” it will be handled as if it were rea world classified and/or
sensitive. This is good security practice and can help prevent possible security violations in the future. When
real-world classified and/or sensitive material is introduced and/or used in military exercises, every effort will be used
to prevent compromise and/or loss. While there may be circumstances and situations where inadvertent disclosure of
classified and/or sensitive information may occur, it is up to the command security manager, and ultimately the
commander, to ensure that the provisions of chapter 10, of this regulation, are followed.

c. Unit Deactivation. Original classification authority is assigned to a duty position not to an individual person.
When an organization has been deactivated, the OCA’s responsihilities will revert to their higher headquarters or that
organization assuming responsibility over the out—going command’s security decisions. Challenges to classification
decisions, of the deactivated organization, will be directed to that headquarters with the security responsibilities of the
outgoing unit.

1-19. Waivers and Exceptions to Policy
a. This regulation is based on national policy that is applicable to al U.S. Government departments, agencies, and
DA personnel. In order to ensure the protection of information related to national security, and allow all agencies to
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have confidence in the sharing of information with other agencies, the national, DOD, and DA policy, contained in this
regulation, will be followed.

b. Unless otherwise noted, requests for waivers to the requirements contained in this regulation, will be submitted,
through command channels, to DAMI-CH. Waivers to DOD requirements will be forwarded by DAMI-CH, for
decision to the Assistant Secretary of Defense for Command, Control, Communications, and Intelligence (ASD(C3lI)).
For requirements related to Two—Person Integrity (TPI), RD, Foreign Government Information (FGI) (including North
Atlantic Treaty Organization (NATO)), and security arrangements for international programs, waivers will be for-
warded to the Under Secretary of Defense (Policy)(USD(P)). Waivers for SAPs will be submitted, through SAPs
channels, to DAMI-CH for coordination with TMO and, as required, forwarded to the Under Secretary of Defense
(Special Programs) (USD(SP)). The ASD(C3I) and USD(P) are responsible for notifying the Director of the ISOO of
the waivers approved that involve EO 12958 and its implementing directives.

c. Before submitting a request for waiver, the requesting authority will consider risk management factors such as
criticality, sensitivity, and value of the information, analysis of the threats both known and anticipated, vulnerability to
exploitation, and countermeasure benefits versus cost (national security cost and resource cost). Requests for waiver
must contain sufficient information to permit a complete and thorough analysis to be made of the impact on national
security if the waiver is approved. The waiver request will also describe al the factors creating the specia situation and
the alternative or compensatory measures which make sure the protection afforded the information is sufficient to
reasonably deter and detect loss or unauthorized disclosure. The regquesting command will maintain documentation
regarding approved waivers, including the alternative or compensatory measures approved and in use, and furnish this
documentation, upon request, to other agencies and to other Army commands, with whom classified information or
secure facilities are shared.

Note: Waivers granted before the effective date of this regulation are canceled no later than one year after the effective
date of this regulation. New/updated waiver requests may be submitted prior to cancellation date.

d. Throughout this regulation there are references to policy subject to MACOM approva or subject to policy as the
MACOM directs. Where that language, in substance, is used, the MACOM commander, or the HQDA SAAA, for
cases involving HQDA and its Field Operating Agencies (FOA), can delegate such approva authority. The delegations
will be in writing. A copy of such delegations will be maintained by the appointing official and reviewed periodically
for review of need for continuation. Where this regulation specifically specifies waiver authority to a MACOM
commander or the HQDA SAAA, that authority resides solely with the MACOM commander or HQDA SAAA and
will not be further delegated.

Section VII
Corrective Actions and Sanctions

1-20. General

Commanders will establish procedures to make sure that prompt and appropriate action is taken concerning a violation
of the provisions of this regulation, especially in those cases involving incidents which can put classified information at
risk of compromise, unauthorized disclosure, or improper classification of information. Such actions will focus on a
correction or elimination of the conditions that caused or contributed to the incident.

1-21. Sanctions

a. DA personnel will be subject to sanctions if they knowingly, willfully, or negligently—

(1) Disclose classified or sensitive information to unauthorized persons.

(2) Classify or continue the classification of information in violation of this regulation.

(3) Violate any other provision of this regulation.

b. Sanctions can include, but are not limited to warning, reprimand, suspension without pay, forfeiture of pay,
removal, discharge, loss or denia of access to classified information, and removal of original classification authority.
Action can aso be taken under the Uniform Code of Military Justice (UCMJ) for violations of that Code and under
applicable criminal law, if warranted.

c¢. Origina classification authority will be withdrawn for individuals who demonstrate a disregard or pattern of error
in applying the classification and sensitivity standards of this regulation.

1-22. Reporting of Incidents

EO 12958, paragraph 5.7(e)(2), requires that the director of the 1ISOO be advised of instances in which classified
information is knowingly, willfully, or negligently disclosed to unauthorized persons, or instances of classifying, or
continuing the classification of, information in violation of this regulation. Reports of those instances will be submitted
through command channels to DAMI-CH for forwarding to the director of the ISOO and other defense officials as
appropriate. See chapter 10 for reporting of other security incidents.
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Section VI
Reports

1-23. Reporting Requirements

HQDA is required to report data necessary to support various requirements of EO 12958. Commanders will respond to
those data calls when so notified. MACOMSs and the HQDA SAAA will also submit a consolidated annual report, for
all units under their security responsibility, on SF 311, to reach DAMI-CH no later than 1 October, or other date
specified by DAMI-CH, each fiscal year. The report will cover the preceding fiscal year. DAMI-CH will consolidate
and submit the annual SF 311 report for the Army. Interagency Report Control Number 0230-GSA-AN applies to this

report.

1-24. Command security inspections

MACOM, agency, and MSC commanders will establish and maintain a self-inspection program for their command,
and a program to inspect their subordinate units. The program must be based upon program needs and the degree of
involvement with classified and sensitive information. The purpose of the program will be to evaluate and assess the
effectiveness of the command’s protection of classified and sensitive information and adherence to Army policy
contained in this regulation. Inspections will be conducted annually unless the command’s higher headquarters
determines that the quantity of classified and sensitive holdings and material generated does not warrant that frequency.
In those cases, inspections will occur not less frequently than once every other year. This will not dismiss other annual
requirements outlined in this regulation.

Chapter 2
Classification

Section |
Classification Principles

2-1. Original vs. derivative classification

a. Origina classification is the decision to designate a certain item of information as classified, at a particular level,
and for a certain duration of time. Often these decisions are communicated in a published Security Classification Guide
(SCG). These decisions can only be made by persons designated in writing by either the SECARMY or the DCSINT as
Origina Classification Authorities (OCA). There are relatively few officias in the Army that have the authority to
apply origina classification, and relatively few instances of original classification, in most Army commands. Derivative
classification is the incorporating, restating, paraphrasing, or generating in new form, information that has already been
determined to be classified, and ensuring that it is classified and handled at the level that the OCA has already
determined will be done. Derivative classification can be accomplished by any properly cleared personnel. Derivative
classifiers are not required to be appointed or designated unless so directed by Command option. Most DA personnel
that classify information do so in a derivative manner from some other document or source. Derivative classification is
most commonly accomplished by marking classified material based on the guidance from an SCG or from the source
document. The derivative classifier must have enough subject matter knowledge to properly interpret and apply the
instruction of the classification guidance. The original classification authority decides what portion(s) of a plan,
program, or project needs to be classified. The derivative classifier applies that decision to the same type of
information restated or generated in a new form.

b. For example, an OCA could make the decision that the maximum effective range of Missile XYZ is classified.
The classification authority issues a security classification guide that states that the maximum effective range of the
missile will be classified at the SECRET level. When the missile is tested and the results are documented, the person
who writes the report, states that the maximum effective range of Missile XYZ is 250 miles, derivatively classifying
that item of information as SECRET. In this case, the classification is derived from the security classification guide.
Most classification in the Department of the Army is done in a derivative manner. Those DA officials authorized to
apply original classification decisions are relatively few in number.

2-2. Policy

Original classification is the initial determination by an OCA that an item of information could be expected to cause
damage to national security if subjected to unauthorized disclosure. Damage to the national security means harm to the
national defense or foreign relations of the United States from the unauthorized disclosure of the information, to
include the sensitivity, value, and utility of that information. It includes military operations in support of national
objectives when those operations involve information that meets the criteria of classification. This decision will be
made only by persons specifically authorized in writing to do so, have received training in the exercise of this
authority, and have program or program support responsibility or cognizance over the information. The decision to
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originaly classify must be made based on the requirements of this regulation. Delegations of original classification
authority will be limited to the minimum required and only to officials who have a demonstrable and continuing need
to exercise it.

2-3. Delegation of authority

a. The Secretary of the Army has been granted original classification authority by the President of the United States.
TOP SECRET OCA can be delegated only by the SECARMY. SECRET and CONFIDENTIAL original classification
authority can only be delegated by the DCSINT or by the SECARMY. Delegation of authority includes information at
that level and any lower level(s) of classification. This authority cannot be redelegated.

b. Requests for OCA will be submitted, through command channels, to DAMI—CH. These requests will specify the
position title for which the authority is requested and detailed justification for the request. Original classification
authority is assigned to a position title and not to an individual person. In order to ensure that the number of OCAs is
strictly limited, the request must address why another OCA, within that official’s command or area, cannot assume this
responsibility.

¢. Requests for origina classification authority will be granted only when:

(1) Origina classification is required during the normal course of operations;

(2) Sufficient expertise and information is available to the prospective original classification authority to allow
effective classification decision making;

(3) The need for original classification cannot be handled by other existing OCAs; or

(4) Referral of decisions to existing original classification authorities, at the command or at higher levels in the
chain of command, is not practical.

2-4. Required Training
Officials who have been delegated original classification authority will receive training, as required by chapter 9 of this
regulation, before exercising this authority.

Section I
Derivative Classification

2-5. Policy

DA personnel who generate material which is to be derivatively classified are responsible for making sure that the
classification is properly applied based on the original source material marking and local security classification guides.
DA personnel who apply derivative classification should take care to determine whether their paraphrasing, restating,
or summarizing of classified information has removed al or part of the basis for classification. Certain information that
would otherwise be unclassified, may require classification when combined or associated with other unclassified
information. This is referred to as classified by compilation. However, a compilation of unclassified items of informa
tion is normally not classified. In unusual circumstances, classification may be required if the combination of
unclassified items of information provides an added factor that warrants classification. Similarly, a higher classification
may be assigned to compilations of information that warrants higher classification than that of its component parts.
Classification on this basis shall be fully supported, in writing, accompanying the compilation document. See paragraph
2-8 for gpecific classifying criteria.

2-6. Accuracy responsibilities

Officials who sign or approve derivatively classified material are responsible for the accuracy of the derivative
classification. This applies to all forms of materia and information regardiess of the media involved. Personnel
accomplishing derivative classification will—

a. Observe and respect the classification determinations made by original classification authorities.

b. Apply markings or other means of identification to the derivatively classified material, as required by this
regulation, at the level and for the duration specified by the classification guide or source document. Where classifica
tion instructions do not reflect the new marking requirements of EO 12958, mark the level of classification as directed
by the classification guide or source document and follow this regulation for all other marking requirements. Derivative
classifiers are encouraged to keep informal records of which portions of a draft document are classified and by which
source to make the classification of the finished product easier.

¢. Use only authorized sources such as classification guides, other forms of officia classification guidance, and
markings on source material, from which the information is extracted. Refrain from guesswork.

d. Use caution when paraphrasing or restating information extracted from a classified source to determine whether
the classification could have been changed in the process.

e. Take appropriate and reasonable steps to resolve doubt or conflicts in classification. In cases of apparent conflict
between an SCG and a classified source document, concerning a discrete item of information, the instructions in the
SCG will take precedence unless the source document is signed by the original classification authority. In such cases,
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the OCA, or the point of contact for answering questions on classification, will be consulted. In the event that it is not
possible to consult the OCA, the more restrictive classification instruction will be followed.

f. Make a list of sources used when material is derivatively classified based on “Multiple Sources’ (more than one
SCG, classified source document, or any combination). A copy of this list will be included in, or attached to, the file or
record copy of the material. Derivative classifiers are encouraged to include this listing with al copies of the document,
to make later declassification review easier if the file or record copy is unavailable.

g. Contact the classifier of the source document for resolution in cases in which the derivative classifier believes the
classification applied to the information is not accurate.

Section 1l
The Original Classification Process

2—7. General
The decision to apply original classification requires the application of judgment, on the part of the classifier, that the
unauthorized disclosure of the information could reasonably be expected to cause damage to the national security, and
that the probable damage can be identified or described. It is not necessary for the original classifier to produce a
written description of the damage at the time of classification, but the classifier must be prepared to do so if the
information becomes the subject of a classification challenge, a request for mandatory review for declassification, or a
request for release under the Freedom of Information Act. The decision to classify also has operational and resource
impacts as well as impacts affecting the United States technological base and foreign relations. The decision to classify
should consider al relevant factors. If there is doubt about classification, the OCA will research the matter to make an
informed decision. If, after such research, there is a significant doubt about the need to classify information, it will not
be classified. In making a decision to originally classify an item of information, an original classification authority
will—

a. Determine that the information has not aready been classified.

b. Determine that the information is eligible for classification pursuant to paragraph 2-8 of this regulation.

c. Determine that classification of the information is a realistic course of action and that the information can be
protected from unauthorized disclosure when classified.

d. Decide that unauthorized disclosure could reasonably be expected to cause damage to the national security and
that this disclosure is identifiable and can be described.

e. Select the appropriate level or category of classification and/or sensitivity to be applied to the information, based
on a judgement as to the degree of damage unauthorized disclosure could cause.

f. Determine and include the appropriate declassification, downgrading, and/or exemption category instruction(s) to
be applied to the information, when applicable.

g. Make sure that the classification decision is properly communicated so that the information will receive appropri-
ate protection. Security classification guides will be used in this regard where appropriate (see paragraph 2-16).

2-8. Classification criteria

U.S. classification can only be applied to information that is owned by, produced by or for, or is under the control of,
the United States Government. This is determined by the original classification authority that the unauthorized
disclosure of the information reasonably could be expected to result in damage to the national security, and the
information falls within one or more of the following categories specified in section 1.5 of EO 12958:

a. Military plans, weapons systems, or operations.

b. Foreign government information.

c. Intelligence activities (including special activities), intelligence sources or methods, or cryptology.

d. Foreign relations or foreign activities of the United States, including confidential sources.

e. Scientific, technological, or economic matters relating to the national security.

f. United States Government programs for safeguarding nuclear materials or facilities.

g. Vulnerabilities or capabilities of systems, installations, projects or plans relating to the national security. Note:
When used, these seven classification categories are referred to by their reference letter, preceded by “1.5,” the
reference location within the EO. For example, “Military plans, weapons systems, or operations’ would be “1.5(a).”
See paragraph 4-9 for further details on “Classified by” marking.

2-9. Possibility of Protection

a. The OCA must determine that, if classification is applied or reapplied, there is a reasonable possibility that the
information will be provided protection from unauthorized disclosure.

b. The reclassification of information which was once classified but was declassified and officially released to the
public, by an authorized Army official, and had wide—spread access by the public, is prohibited. Army information that
has not previously been disclosed to the public, under proper Army authority, can be classified or reclassified. This
includes after a command has received a request for it. However, only if the reclassification is accomplished on a
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document—by—document basis, with the participation, or under the direction of, the SECARMY, the Under Secretary of
the Army, or the DCSINT. Guidance from DAMI-CH will be requested in those instances. The information that is
reclassified must meet the criteria for classified information established in EO 12958 or successor orders and directives.
In considering issues of reclassification or classification of previously unclassified information, the OCA will—

(1) Determine that control of the information has not been lost and can still be prevented from being lost; and

(2) In the case of information released to secondary distribution centers, determine that no secondary distribution has
been made and can ill be prevented.

c. Classified information will not be declassified automatically as a result of any unauthorized disclosure of identical
or similar information. In these cases, the OCA will review the situation to determine if continued classification is
warranted. However, such disclosures require immediate determination of the degree of damage to the national security
and reevaluation of the information to determine whether the publication has so compromised the information that
downgrading or declassification is warranted.

2-10. Levels of classification

a. Once a decision is made to classify, information will be classified at one of the three levels listed below. For each
level, the OCA must be able to identify or describe the damage that unauthorized disclosure reasonably could be
expected to cause to the national security. These levels are:

(1) TOP SECRET — Will be applied to information in which the unauthorized disclosure could reasonably be
expected to cause exceptionaly grave damage to the national security.

(2) SECRET — Will be applied to information in which the unauthorized disclosure could reasonably be expected to
cause serious damage to the national security.

(3) CONFIDENTIAL — Will be applied to information in which the unauthorized disclosure could reasonably be
expected to cause damage to the national security.

b. If there is doubt about the classification level, the OCA will research the matter to make an informed decision. If
significant doubt still remains about the classification level to be assigned, the lower level will be assigned.

2-11. Duration of classification

Information will be declassified as soon as it no longer meets the standards for classification. Information will remain
classified as long as it is in the interest of national security and meets the criteria stated in this regulation. At the time
an item of information is originaly classified, the original classifier must decide the length of time the information will
require classification and select an appropriate declassification date or event. The term “time or event phased
declassification date,” used for acquisition programs, is also synonymous with the term “declassification date” as used
in this regulation. The declassification date indicates when the information no longer requires protection in the interests
of national security. When deciding on the declassification date or event, the following options are the only ones
available to the OCA:

a. At the time of origina classification, the original classification authority will attempt to establish a specific date
or event for declassification based upon the duration of the national security sensitivity of the information. The OCA
will attempt to determine a date, within ten years from the date of classification, upon which the information can be
automatically declassified. If that is not possible, they will attempt to determine a specific event, reasonably expected
to occur within 10 years, that can be set as the signal for automatic declassification of the information. This is referred
to as the “ten—year rule” The date or event will not exceed the time frame in subparagraph c, below.

b. If information has originally been assigned a date or event for declassification of ten years or less, in accordance
with subparagraph a above, and the OCA later has reason to believe longer protection is required, the classification can
be extended for successive periods of up to ten years at a time, not to exceed the time period in subparagraph e, below,
where applicable.

c. If unable to determine a date or event that is ten years or less, the OCA will assign an exemption designation to
the information, if the information qualifies for exemption from automatic declassification in ten years. This could be
done if the unauthorized disclosure of the information could reasonably be expected to cause damage to the national
security, if specific information requires a period beyond 10 years from the date of original classification, and the
release of the information could reasonably be expected to result in one or more of the following:

(1) Revea an intelligence source, method, or activity, or a cryptologic system or activity.

(2) Reveal information that could assist in the development or use of weapons of mass destruction.

(3) Reveal information that could impair the development or use of technology within a United States weapon
system.

(4) Reveal United States military plans or national security emergency preparedness plans.

(5) Reveal foreign government information.

(6) Damage relations between the United States and a foreign government, reveal a confidential source, or seriously
undermine diplomatic activities that are reasonably expected to be ongoing for a period greater than ten years.

(7) Impair the ability of responsible United States government officials to protect the President, the Vice President,
and other individuals for whom protection services, in the interest of national security, are authorized.
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(8) Violate a statute, treaty, or international agreement. Note: When used, these eight exemption categories are either
completely written out or referred to by their reference number preceded by the letter “X.” For example, “Violate a
statute, treaty, or international agreement” or “X8." See paragraph 4-10 for further details on exemption marking.

d. Information marked for an indefinite duration of classification under prior orders, for example, “Originating
Agency’s Determination Required” (OADR), or information classified under prior orders that contain no declassifica-
tion instructions, will be declassified in accordance with chapter 3 of this regulation. The term OADR will no longer be
used. When an exemption category is selected, there is no requirement to select a specific date or event for
declassification at the time of original classification. In those cases in which the original classifier does not select a
declassification date, the following will apply:

(1) The information, if placed in records that have been determined to have permanent historical value under Title
44, USC (see “permanent” files under AR 25-400-2), will be automatically declassified in 25 years from the date of
origina classification, unless specifically exempted or unless this policy is changed before that time.

(2) The information, if not placed in such records (mentioned in subparagraph (1) above), will remain classified
until destroyed, or until the OCA determines a change in classification.

e. For information in records determined to have permanent historical value, successive extensions may not exceed a
total of 25 years from the date of the information’s origin. Continued classification of this information is governed by
the automatic declassification provisions of this regulation contained in chapter 3.

f. Decisions to extend classification must take into account the potential difficulty of notifying holders of the
extension, including the possible inability to ensure continued, uniform protection of the information. Officials who
decide to extend a declassification date are responsible for notifying al known holders of the information of the
decision and for obtaining assurance from those holders that notification has been made to organizations that were
provided the information under further dissemination by those holders.

2-12. Communicating the Classification Decision

An original classification authority who has made a decision to originally classify information is responsible for
communicating that decision to persons who will likely be in possession of that information. This will be accomplished
by issuing classification guidance, discussed in section V of this chapter, or by making sure that a document containing
the information is properly marked to reflect the decision. Marking requirements for classified material, including page
and paragraph markings, are covered in chapter 4 of this regulation.

2-13. Compilation

Generally, a compilation of unclassified items of information is not classified. In unusual circumstances, compilation of
items of information that are individually unclassified can be classified if the compiled information reveals an
additional association or relationship that matches criteria for classification as described in paragraph 2-8 of this
regulation. Classification by compilation will be fully supported by a written explanation that will be provided on, in,
or with, the material containing the information. An OCA must be consulted if guidance is required concerning
whether or not the compilation results in classification.

2-14. Acquisition Systems

Classification and safeguarding of information involved in the DOD acquisition process will conform to the minimum
standards of this regulation, as well as the requirements of DODD 5000.1 and DOD Instruction (DODI) 5000.2 (or
successor directives and instructions). The term “time or event phased declassification date”, used for acquisition
systems, is synonymous with the term “declassification date” used in this regulation.

2-15. Limitations and prohibitions

EO 12958 and the Atomic Energy Act of 1954 provide the only basis to classify information. Information will only be
classified when it reguires protection in the interest of national security as specified in this regulation. Classification
cannot be used to conceal violations of law, inefficiency, or administrative error, or to prevent embarrassment to a
person, organization, agency, or to restrain competition. Basic scientific research and its results can be classified only if
it clearly relates to the national security. Section V1 of this chapter covers information that is a product of non—govern-
ment research and development, that does not incorporate, or reveal, classified information to which the producer, or
developer, was given prior access.
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Section IV
Security Classification Guides

2-16. Policy

A Security Classification Guide (SCG) will be issued for each system, plan, program, or project in which classified
information is involved. Agencies with original classification authority will prepare classification guides to facilitate the
proper and uniform derivative classification of information. These guides will conform to standards contained in
directives and regulations issued under EO 12958 and this regulation.

2-17. Content
Security classification guides will, at a minimum, include the following information:

a. ldentify specific items or elements of information to be protected and the classification level to be assigned each
item or element. When deemed useful, specify the items or elements of information which are unclassified or which
were previously classified and now are declassified.

b. Provide declassification instructions for each item or element of information, to include the applicable exemption
category for information exempted from declassification within ten years. See paragraph 2-11 for exemption
categories.

¢. Provide a concise reason for classification for each item, element, or category, of information which, a a
minimum, cites the applicable classification category or categories from section 1.5 of EO 12958 and that are listed in
paragraph 2-8 of this regulation.

d. Identify any special handling caveats or warning notices or instructions, which apply to the items, elements, or
categories of information.

e. ldentify by name, or personal identifier, and position title, the OCA approving the guide, and the date of the
approval. A persona identifier is any grouping of letters or numbers used in an organization code that the command
uses to identify a particular position. Classification guides will normally be signed by the OCA and, where that is the
case, the name and position title, rather than the personal identifier and position title, will be used.

f. Provide a point of contact, with telephone number, for questions concerning the guide, challenges to classification,
and suggestions for improvement. Provide a statement in the guide encouraging personnel to informally question the
classification of information before resorting to a formal challenge. Provide an address for forma classification
challenges.

2-18. Approval, distribution, and indexing

a. Security classification guides will be personally approved in writing by the original classification authority who is
authorized to classify information at the highest level designated by the guide, and who has program support or
supervisory responsibility for the information or for the command's information security program.

b. Security classification guides will be distributed to those commands, contractors, or other activities expected to be
derivatively classifying information covered by the guide.

c. One paper document copy of each approved SCG (less those for SAPs or programs involving SCI) and its
changes will be sent to the Director of Freedom of Information and Security Review, Office of the Assistant Secretary
of Defense. Also, one copy, in paper document (hard copy) and/or automated format (soft copy), will be sent to the
Army Declassification Special Program Office. See AR 380-381 for guidance on distribution of classification guides
for SAPs, and AR 380-28 for guidance on SCI programs.

d. Two copies of each guide, other than those covering SAPs or SCI information, will be provided to the
Administrator, Defense Technical Information Center (DTIC). Each guide furnished to DTIC must bear the appropriate
distribution statement required by DODD 5230.24. Security classification guides issued under this regulation, will be
indexed in the DOD Index of Security Classification Guides (DOD 5200.1-1). The originator of the guide will submit
DD Form 2024 (DOD Security Classification Guide Data Elements) to the Administrator, DTIC, upon approval of the
guide. If the originator determines that listing the guide in DOD 5200.1- would be inadvisable for security reasons,
issuance of the guide will be separately reported, with an explanation of why the guide cannot be listed, to the Director,
Specia Programs, ODTUSD(P)PS, along with a separate memorandum to DAMI—CH. Report Control Symbol DD-C3I
(B&AR) 1418 applies to the reporting requirements of this paragraph.

2-19. Review, revision, and cancellation

a. Security classification guides will be revised whenever necessary to promote effective derivative classification.
When a guide is revised or reissued, and a specific date was selected for declassification instruction, computation of
declassification instructions will continue to be based on the date of the original classification of the information, and
not on the date of the revision or re-issuance. Guides will be reviewed by the originator for currency and accuracy at
least once every five years, or if concerning a defense acquisition program, prior to each acquisition program
milestone, whichever occurs first. Changes identified in the review process will be promptly made. If no changes are
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required, the originator will advise the Administrator, DTIC, and DAMI-CH in writing, and the record copy of the
guide will be so annotated with the date of review.

b. Guides will be cancelled only when:

(1) All information specified as classified by the guide has been declassified;

(2) When the system, plan, program, or project classified by the guide has been cancelled, discontinued, or removed
from the inventory and there is no reasonable likelihood that information covered by the guide will be involved in
other classified programs or will be the subject of derivative classification; or

(3) When a major restructure has occurred as the information is incorporated into a new classification guide and
there is no reasonable likelihood that information covered by the guide will be the subject of derivative classification.

c. Impact of the cancellation on systems, plans, programs, and projects provided to other nations under approved
foreign disclosure decisions, and impact of such decisions on existing U.S. SCGs of similar systems, plans, programs,
or projects, will be considered in the decision. When a classification guide is cancelled because the system, plan,
program, or project has been cancelled, discontinued, executed, or removed from the inventory, the information
covered by the guide is not automatically declassified. That decision rests with the OCA and authorized declassification
authorities within the Army. Upon cancellation of a guide, the OCA, or other designated declassification official, with
the concurrence of the OCA, will consider the need for publication of a declassification guide. In place of a separate
declassification guide, declassification guidance can be included in a classification guide for a similar, current system,
plan, program, or project.

d. Revision, re-issuance, review, and cancellation of a guide will be reported to DTIC on DD Form 2024 as
required for new guides. Copies of changes, reissued guides, and cancellation notices will be distributed as required for
new guides as stated in paragraph 2-18 of this regulation.

Section V
Non-Government Information

2-20. Policy
Information that is a product of contractor or individual Independent Research and Development (IR&D) or Bid and
Proposal (B&P) efforts, conducted without prior or current access to classified information associated with the specific
information in question, cannot be classified unless:

a. The U.S. Government first acquires a proprietary interest in the information.

b. The contractor, conducting the IR&D/B&P, requests the U.S. Government activity to place the information under
the control of the security classification system, without relinquishing ownership of the information.

2-21. Classification determination

a. The individual or contractor conducting an IR&D/B&P effort could believe that information, generated without
prior access to classified information, or current access to classified information, associated with the specific informa-
tion in question, might require protection in the interest of national security. The contractor would then safeguard the
information and submit it to an appropriate Army, or other U.S. Government activity, for a classification determination.

b. The Army command receiving such a request will issue security classification guidance as appropriate if the
information is to be classified. If the information is not under that command’s OCA, the command will refer the matter
to the appropriate OCA or inform the individual or contractor to take that action. The information will be safeguarded
until the matter has been resolved.

¢c. The Army command that holds classification authority over the information will verify whether or not the
individua or contractor is cleared and has authorized storage capability. If not, the appropriate contracting authority for
the command will advise whether or not to process clearance action.

d. If the individual or contractor refuses to be processed for a clearance, and the government does not acquire a
proprietary interest in the information, the information cannot be classified.

2-22. Classification challenges

a. If authorized holders of information have substantial reason to, in good faith, believe that the information is
improperly or unnecessarily classified, they will communicate that belief through their command security manager, to
the OCA of the information, to bring about any necessary correction. This can be done informally, or by submission of
a formal challenge, to the classification as provided for in EO 12958 and this regulation. Informal questioning of
classification is encouraged before resorting to formal challenge. Commanders will establish procedures through which
authorized holders of classified information within their Commands, can challenge a classification decision, and will
ensure that Command personnel are made aware of the established procedures. An authorized holder is any person who
has been granted access to specific classified information being challenged. OCAs will establish written procedures
through which authorized holders of classified information can challenge classification decisions. At a minimum,
security classification guides will contain a point of contact to informally communicate classification challenges and an
address to communicate formal classification challenges. EO 12958 establishes the Interagency Security Classification
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Appeals Pand (ISCAP). One of the roles of the panel is to decide upon appeals by authorized holders of the
information who have made a formal classification challenge as described in this section. See section 5.4, EO 12958, a
reprint of which is found at appendix B of this regulation, for more details on the composition and function of this
panel.

(1) Forma challenges to classification, made under this subsection, will include a sufficient description of the
information being challenged, to permit identification of the information and its classifier, to include the OCA, where
known, with reasonable effort. Challenges to classification made by Army personnel will include the reason why the
challenger believes that the information is improperly or unnecessarily classified. Use of DA Form 1575 (Request for/
or Notification of Regrading Action) may be used to make a forma challenge. The challenge request should be
unclassified, if possible. The classification determination of the OCA will be upheld and carried forward until
otherwise determined by the appropriate authorized official.

(2) Commanders will make sure that no retribution is taken against any personnel for making a challenge to a
classification.

b. The following will be established by each OCA:

(1) A system for processing, tracking, and recording formal challenges to classification. The system used will
differentiate the classification challenges with other reviews for possible declassification (for example, FOIA requests).
Requests for information made under the FOIA will be handled as directed by AR 25-55.

(2) The OCA will provide a written response to the challenge within 60 calendar days following the receipt of the
challenge. If the OCA cannot respond fully to the challenge within 60 calendar days from receipt, the challenge will be
acknowledged and an expected date of response provided. This acknowledgment will include a statement that, if no
response is received within 120 calendar days following receipt of the challenge, the challenger has the right to forward
the challenge to ISCAP. The challenger can also forward the challenge to the ISCAP if the OCA has not responded to
an internal appea within 90 calendar days of receipt. An internal appea is when the chalenge comes from DA
personnel to a Department of the Army OCA. An information copy of the request for appeal, submitted by DA
personnel, whether or not to a Department of the Army OCA, will be sent to the original classification authority.

(3) If the challenge is denied and the original classification authority determines that the information is properly
classified, the OCA will advise the challenger of the right to appeal the decision. The first level of appea will be to the
first superior general officer in the chain of command of the original classification authority. That genera officer will
either rule on the appeal, in an impartial manner, or will designate an impartial official, or panel of officials,
knowledgeable in the subject matter of the information being challenged, to decide upon the appeal. Both the
challenger and the OCA will be advised of the appeal decision. The same time frames and notification to the
challenger, stated in subparagraph b, above, apply to the first level of the appeal procedure. If, as a result of the first
level of appeal, the challenge is denied, and the appeal authority determines that the information is properly classified,
the appeal authority will advise the challenger of the right to appeal the decision to the ISCAP. The Director of the
1SOO0 serves as the Executive Secretary of the ISCAP. The correct address to furnish the challenge for appeals to that
panel is to the Executive Secretary of the Interagency Security Classification Appeals Panel, c/o 1SOO. As of the
publication date of this regulation, the mailing address for 1SOO is: Information Security Oversight Office (1SOQ),
National Archives and Records Administration, 700 Pennsylvania Avenue, NW, Room 5W, Washington D.C. 20408.

(4) If achallenge is received concerning information that has been the subject of a challenge, within the preceding
two years, or which is the subject of pending litigation, the original classification authority need not process the
challenge. The OCA has the option of whether or not to process the challenge. If the challenge is not processed, the
challenger will be informed of the situation and that the matter may be appealed to the ISCAP.

(5) If achallenge is received concerning information that has been classified by another OCA within the Army, or
by another agency in the U.S. Government, the challenger will be informed of this fact and directed to resubmit the
challenge to the appropriate official.

(6) If achallenge is received concerning information classified by a foreign government or internationa organiza-
tion, the receiver of the challenge will forward the request for classification review to the appropriate foreign
government agency that classified the information. The request to the foreign government for classification review will
state that within the United States it is the procedure to respond to these challenges or notify the challenger within 60
calendar days of receipt of the request, and that it would be appreciated if this same response time could be observed.
The correspondence to the foreign government will also inquire if there is any appeal authority, and if so, that this
authority be listed in the response if the challenge is denied. The challenger will be advised of this referral, if
applicable. Army OCAs will be responsive to such informal inquiries and will recognize that the Army has no control
over atimely, or lack of, response from the foreign government. The reply from the foreign government, upon receipt,
will be forwarded by the requester to the challenger.

c. Information that is the subject of a classification chalenge will continue to be classified and appropriately
safeguarded until a decision is made to declassify it.
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Chapter 3
Declassification, Regrading, and Destruction

Section |
Army Declassification Program

3-1. General
Information will be declassified when it no longer meets the standards and criteria for classification. The authority to
declassify information resides with the OCA for that information and those appointed as declassification authorities,
subject to the criteria specified in EO 12958 and/or successor orders and directives. Department of the Army files and
records will not be declassified without prior review to determine if continued classification is warranted and
authorized. EO 12958 contains provisions for four declassification programs as follows:

a. Origina classification authority action.

b. Automatic.

c. Mandatory.

d. Systematic.

3-2. Special Program Manager

a. The Deputy Chief of Staff for Personnel is the Army Special Program Manager (SPM) for the execution of the
centralized portion of the Army’s automatic declassification program. The SPM will coordinate declassification actions
with Army commands, as required. The authority to decide whether information meets the criteria for continued
classification and/or exemption from automatic declassification, remains with the OCA for that information. The
declassification decisions of the OCA for the information will be executed by the SPM and by other officials so
designated by the OCA. OCAs will publish declassification guides or guidance and will forward them to the SPM and
any other officials as deemed appropriate. Declassification guidance can be included in security classification guides or
can be published separately, at the option of the OCA.

b. In executing the centralized portion of the Army declassification program, the SPM will review, or cause to be
reviewed, those files subject to the automatic or systematic declassification provisions of EO 12958, located in the
National Archives, Washington National Records Center (WNRC), and Presidential Libraries. The SPM will coordinate
the declassification actions of Army commands concerning the review of records subject to the automatic declassifica-
tion program when those records are located in repositories other than the Nationa Archives, WRNC, and Presidential
Libraries. Records stored at other locations will be reviewed by the command responsible for retiring the records, or by
that command’s successor in function, as appropriate.

¢c. MACOMs will establish programs to make sure that such records are reviewed and either declassified or
exempted prior to the date for automatic declassification. Army commands will provide the SPM with the statistics
concerning the declassification review, as the SPM directs.

3-3. Declassification of Restricted Data and Formerly Restricted Data

Restricted Data (RD) and Formerly Restricted Data (FRD) are not subject to EO 12958. This information is classified
under the Atomic Energy Act of 1954, as amended. Declassification of RD and FRD information will only be affected
with the express specific approval of the classification authority for the information. Generally, this is the Department
of Energy (DOE) or DOE in conjunction with DOD.

3-4. Declassification of other than Army information

a. Information classified by other U.S. Executive Branch agencies or by foreign governments or international
organizations, including foreign contractors, will be referred to the originating agency, or its successors in function. In
the case of a foreign government, refer to its legitimate successor for a declassification decision.

b. Every effort will be made to make sure that Foreign Government Information (FGI) is not subject to declassifica-
tion without the consent of the originating government. FGI can exist in two forms; foreign documents provided to the
U.S. and included in Army files and foreign government classified information that is included in a U.S. classified
document. If these documents are included in permanently valuable records of the U.S. Government and are subject to
the 25-year automatic declassification provisions of EO 12958, declassification officials will consult with the originat-
ing foreign government for exemption from automatic declassification in accordance with section Il of this chapter.
FGI will be tabbed and the Department of State will be notified. The Office of the Deputy to the Under Secretary of
Defense (Policy) (ODUSD(P)) for Policy Support should be contacted for assistance and guidance.

¢. See appendix C for declassification guidance concerning cryptologic information primarily under the classification
authority of the National Security Agency (NSA).
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Section I
The Automatic Declassification System

3-5. General

a. EO 12958 sets forth policy on the declassification of information. In particular, EO 13142, the amendment to
section 3.4 of the EO 12958, requires the automatic declassification of al U.S. classified documents (other than RD or
FRD) contained in records that are more than 25 years old on 17 October 2001, or are determined to have permanent
historical value under Title 44, USC, unless that information has been exempted from automatic declassification. The
declassification requirement will exist for all records of permanent historical value as they become 25 years old. AR
25-400-2 identifies Army files determined to be of permanent historical value under Title 44, USC, unless that
information has been exempt. If not exempt, automatic declassification will occur whether or not the records have been
reviewed. Records that are reviewed and are then exempted will not be automatically declassified.

b. Army files subject to automatic declassification will be reviewed prior to the date for automatic declassification.
That date is 17 October 2001, for records created prior to 17 April 1976, and 31 December each year thereafter, as
records become 25 years old. For records otherwise subject to this section for which a review or assessment conducted
by the agency and confirmed by the Information Security Oversight Office has determined that they contain informa
tion that was created by or is under the control of more than one agency, or are within file series containing
information that almost invariably pertains to intelligence sources or methods, all classified information in such records
will be automatically declassified, whether or not the records have been reviewed, within 8 years from the date of EO
12958, except as provided in paragraph 3-6. This date will be 17 April 2003. This is a change to EO 12958, as
prescribed by EO 13412, the amendment to Executive Order 12958, dated 19 November 1999 (see appendix B for a
copy of the amendment).

3-6. Exemption from automatic declassification

a. In accordance with EO 12958, the Army has identified and proposed specific designated file series, with
description and identification of information in those file series, to be exempt from the 25-year automatic
declassification.

b. Files containing information described in the list of exempt file series, must be located and marked to reflect the
exemption from automatic declassification, the applicable exemption category, and the date or event for future
declassification. Officials conducting a declassification review will apply the exemption markings at the time of the
review.

c¢. Information contained in files not determined to be of permanent historical value under Title 44, USC, is subject
to automatic declassification. DA retention and destruction requirements apply.

d. Information exempted from automatic declassification at 25 years remains subject to the mandatory and system-
aic declassification review provisions of this regulation.

e. Classified information not contained in the file series, mentioned in subparagraph a, above, exempted from the
automatic declassification system, may be exempted from declassification if it falls within one of the nine exemption
categories that are listed below. Under the provisions of EO 12958, section 3.4, the exempting official can exempt from
automatic declassification specific information the release of which would be expected to:

(1) Reveal the identify of a confidential human source, revea information about the application of an intelligence
source or method, or revea the identity of a human intelligence source when the disclosure of that source would
damage the national security interest of the United States.

(2) Revea information that would assist in the development or use of weapons of mass destruction.

(3) Revea information that would impair U.S. cryptologic systems or activities.

(4) Reveal information that would impair the application of state of the art technology within a U.S. weapon system.

(5) Revea U.S. military war plans that remain in effect.

(6) Reveal information that would seriously impair relations between the United States and a foreign government, or
demonstrably undermine ongoing diplomatic activities of the U.S.

(7) Reveal information that would clearly impair the current ability of United States Government officials to protect
the President, Vice President, and other officials for whom protection services, in the interests of national security, are
authorized.

(8) Revea information that would seriously impair current national emergency preparedness plans.

(9) Violate a statute, treaty of international agreement.

f. Requests for exemption for other than listed exemptions, must be reported to DAMI-CH, as a “Notice of the
Intent to Exempt Information from Automatic Declassification.” The notice will—

(1) Describe the specific information to be exempted.

(2) Explain why the information must remain classified.

(3) Except for the identity of a confidential human source or a human intelligence source, provide a specific date or
event upon which the information will be declassified.

g. DAMI-CH will review the request for conformity with current policy. If the document meets that policy,
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DAMI—CH, as the Senior Agency Official, will notify the ISSO of the intent to exempt this information from automatic
declassification. See paragraph 1-15 for further information on the 1SSO. Notification must be received by 1SSO,
acting as the Executive Secretary of the ISCAP, 180 days before the information is scheduled for automatic declas-
sification. The notice must contain the information identified in paragraph 3-6e.

h. In the case of foreign documents, the declassification review official will review the provisions of paragraph 3-4b
and then determine if exemption categories 6 or 9 (25X6 or 25X9) or both should be applied.

3-7. Marking of documents exempted from automatic declassification at 25 years

a. Documents that are exempted from automatic declassification after 25 years, will be marked with the designation
“25X", followed by the number of the exemption category (see categories listed in paragraph 3-6€), or by a brief
reference to the pertinent exemption. For example, “25X—-Human Source,” notes the information is exempted from
automatic declassification because it reveals the identity of a human source, as described in exemption 1. It could also
be marked 25X 1. If the document is exempt because of a human source, do not mark a declassification date. All other
exemptions will be marked with a future declassification date, or event, established by the exempting authority. For
example, a document created in 1974 is reviewed and found to contain information that requires classification beyond
17 October, 2001, because of exemption category 4, “Revea information that would impair the application of state of
the art technology within a U.S. weapon system.” The exemption authority determines that the information must
remain classified at least 15 years past the mandatory declassification date of 1999 (1974 + 25 = 1999). They would set
the declassification date in ten—year blocks, per paragraph 2—11. This means the information could be declassified on
31 December 2019 (1999 + 20 = 2019). In this case, the declassification instructions for the document could be written
as. “Declassify on 25X4, 31 December 2019” or “Declassify On: 25X — State of the art technology within the U.S,,
weapon system, 31 December 2019".

b. Files, documents or other material that are subject to final storage, at the National Archives or Federal Records
Center, must be marked in such a way that it is clear whether the material has been exempted or declassified, in
addition to the markings stated in paragraph 3—7a. The SPM, under the direction of 1SSO, will provide guidance on the
method of marking or tabbing those files.

Section 1l
Mandatory Review for Declassification

3-8. General

a. Any individual or organization may request a review for declassification of information. Upon receipt of such a
request, the command will follow the general policy for classification challenges (see chap 2, section VII). Response
time frames for mandatory review can be extended at command option. The request will be referred to the originating
or successor agency for declassification review. In either a classification challenge or request for mandatory review for
declassification, the command will refuse to confirm or deny the existence or non—existence of requested information,
when the fact of its existence or non—existence is properly classified. A mandatory declassification will not be
conducted if declassification review occurred within the preceding two years.

b. Information originated by the incumbent President, the incumbent President’s White House staff, committees,
commissions, or boards appointed by the incumbent President, or other entities within the Executive Office that solely
advise and assist the incumbent President, is exempt from the provisions of this section.

3-9. General
a. Heads of HQDA activities and MACOMSs will, as permitted by available resources, establish systemic programs
to review for declassification, information classified under EO 12958, and predecessor orders, in the custody of the
Army that is contained in permanently valuable historical records, and is exempt from automatic declassification.
b. These efforts will concentrate on records that have been identified to have significant value for historical or
scientific research, or promoting the public welfare, and have reasonable probability of being declassified upon review.

Section IV
Regrading

3-10. Downgrading information

Downgrading information is appropriate when the information no longer requires protection at the originally assigned
level. Classified information can be upgraded to a higher level of classification only if holders of the information can
be notified of the change so that the information will be uniformly protected at the higher level. The OCA is authorized
to downgrade and upgrade information and is responsible for notifying holders of the change in classification.

3-11. Downgrading policy

a. Purpose and authority. Downgrading of information to a lower level of classification is appropriate when the
information no longer requires protection at the originally assigned level and can be properly protected at a lower level.
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The principal purpose of downgrading is to conserve security resources by avoiding protection of information at too
high a level. Downgrading is accomplished by the OCA for the information only.

b. Downgrading decisions during original classification. Downgrading should be considered when OCAs are
deciding on the duration of classification to be assigned. If downgrading dates or events can be identified, they must be
specified along with the declassification instructions. Note that downgrading instructions do not replace declassification
instructions.

c. Downgrading at a later date. Information may be downgraded by any official who is authorized to classify or
declassify the information, namely the original classification authority. The OCA making the downgrading decision
will notify holders of the change in classification.

3-12. Upgrading

Classified information may be upgraded to a higher level of classification only by officials who have been delegated
the appropriate level of origina classification authority, in accordance with chapter 2, section Il, of this regulation.
Information may be upgraded only if holders of the information can be notified of the change so that the information
will be uniformly protected at the higher level. The OCA making the upgrading decision is responsible for notifying
holders of the change in classification.

Section V
Classified Material Destruction Standards

3-13. General

Classified material will be destroyed completely to preclude recognition or reconstruction of the classified information
contained in or on the material. Destruction methods include burning, crosscut shredding, wet pulping, melting,
mutilation, chemical decomposition, and pulverizing. This section contains basic concepts and guidelines that assist in
determining the sufficiency of the various destruction techniques. This section also provides residue dimension
standards that will assist in achieving secure destruction. Destruction will be accomplished in accordance with these
guidelines.

3-14. Concepts of destruction
The guidelines in this chapter are acceptable when employed in a timely manner to prevent excessive accumulation and
in conjunction with the “secure volume” and “data density” concepts of destruction, explained below.

a. “Secure Volume” Concept. The “secure volume” concept of destruction processing stresses that security is
enhanced, not only by small residue particle size, but also by restricting the chances of successful reconstruction of that
residue, by increasing the number of pieces involved. This increase can be achieved in two ways. Prohibit destruction
until a quantity of no less than 20 similar pages of classified paper are destroyed at one time or add sufficient similar
type of unclassified pages of paper, not blank paper, to arrive at the minimum 20 similar page count. Either method
will result in a*secure volume” of residue. The “secure volume” concept will be a standing operating procedure for the
use of al office-type approved security shredders. Bulk feeding procedures for the larger, high—volume destruction
equipment systems (pulpers and pulverizers) normally alow for “secure volume’ destruction.

b. “Data Density” Concept. The following standards apply to the destruction of graphic materials where “data
density,” print or image ratio to blank space per square centimeter, is no greater than that employed to print this
paragraph. Where smaller print is employed, the data density per square centimeter is greater than that appearing in the
paragraph. Examples of high data density material are microfilm, microfiche, and aerial photography. Consequently, a
more stringent destruction standard is necessary when processing high data density materials, than is established here,
for office copy paper—based items. To achieve a more stringent standard, a smaller sized security screen is employed,
or the materia is completely destroyed by burning. The data density determination and subsequent security screen size
required to be used, is the responsibility of the Security Manager at each installation and activity. No single security
screen standard for all graphic material destruction is established due to differences in data density. Therefore, severa
security screen sizes are needed for each mechanical system using such screens. The screens should be within reach of
the operator, or otherwise easily accessible, to preclude insecure destruction.

3-15. Approved routine methods of destruction
The methods for routine destruction of classified material, shown below, are approved for use by Army commands
when the “secure volume’ and “data density,” where applicable, concepts are employed.

a. Burning. A means of pyrolysis (high temperature multistage), by forced—air incinerators, or by any other
incinerator or incendiary equipment which reduces the material to an ash such that reconstruction of the information is
not possible. No other single destruction method has been found to be as effective, versatile, and secure, as burning.
However, since there are limitations, in some areas, on bulk incineration, for environmental reasons, pyrolytic furnaces,
as well as other mechanical destruction systems, have replaced incineration at many commands. Pyrolytic furnaces
operate in compliance with Federal Clean Air Act Regulatory Standards, and are to be given preference over other
incinerators, when possible. Commands are advised to obtain a written guarantee, from the pyrolytic furnace seller,
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attesting to the unit’s ability to be licensed, and to operate within the standards applicable at the point of installation,
since standards vary from state to state. Commands located outside the United States, will conform to host nation
standards, if they are more restrictive than U.S. standards, unless emergency destruction is necessary. Pyrolytic furnace
ash residue and ash residue from other forms of burning will not contain unburned product. If unburned product is
found, it will be treated as classified waste and maintenance personnel will be instructed to correct this fault in the
furnace’s burn cycle. The ash must be stirred to make sure destruction is complete and reconstruction is impossible.
Ash residue is to be examined and reduced by physical disturbance and will be considered destroyed when capable of
passing through a 1/2-inch (13-mm) sguare wire sieve. It is recommended that furnace operators be permanently
assigned and trained to perform necessary adjustments and maintenance, and be cleared for access to the highest level
of material being routinely destroyed.

b. Shredding. Crosscut shredders are the only authorized shredders approved for use in the destruction of classified
information. The crosscut shredding machine must reduce the material to shreds no greater than 1/32nd of an inch (plus
1/64th inch tolerance) by 1/2 inch crosscut. The Class | shredder, identified by GSA Interim Federal Specifications
FF-S-001169, meets this standard and is approved for use when the “secure volume” concept is employed. Any other
cross—cut shredder whose residue particle size, total area, is equal to or smaller than that of the above Class | shredder,
is similarly approved for classified destruction, when used in accordance with the secure volume concept of operation.
Classified microfilm, microfiche, or similar high data—density material will not be destroyed by shredding to the
standards described in this section. They can only be destroyed as indicated in paragraph 3-16.

c. Pulping. Standard wet process pulpers, with a 1/4-inch or smaller diameter perforated security screen, are
approved for the destruction of classified paper—based documents. The Interim Federal Specifications FF-P-00800A,
with Amendment 2, specifies the perforated screen or ring used in the masticating unit, through which all pulp must
pass, will have 1/4-inch (6.35-mm) or smaller diameter perforations, and therefore, meets this standard. Since the
pulping process entails wetting and dissolving action, plastic—based or other water—repellent—type papers will not be
put through this system. However, if wetting additives are used and the ratio of soluble to non—soluble paper is kept
high (16 to 1 or greater), the masticating unit will tolerate that material. This toleration is totally dependent upon the
sharpness of the pulper’s cutters. Foreign matter, such as metal and glass, must be excluded from charge loads by
visual inspections. Since pulpers generally destroy only paper products, staples, paper clips and other fasteners must be
removed so they do not clog the security screen. Commands will make sure that random samples of residue from
pulpers are collected for periodic examination.

d. Pulverizing. Interim Federal Specifications FF-P-00810A, with Amendment 3, covers pulverizing as a dry
destruction process. It does not, however, specify a specific dry destruction method; thus, within this category are
hammer mills, choppers, hoggers, and hybridized disintegrating equipment.

(1) Hammer mills. Hammer mills destroy by a flailing action. Paper, lightweight plastics and wood, glass slides, and
aluminum—offset plates, as well as other easily broken materials, can be destroyed in a hammer mill. This process is
extremely destructive, very noisy, and can be dusty if the air—handling system is not kept in good repair. Equipped with
a 1/4-inch (6.35-mm) or less diameter security screen, hammer mills are approved for destruction of classified
paper—based materials and aluminum offset plates, provided the “secure volume” concept is employed. When required
to destroy non—paper—based classified material or high—density substances such as classified microfilm and microfiche,
the security screen size will be reduced to a diameter of at least 1/16th of an inch (1.588-mm) or smaller. If used to
destroy plastic film—based material, care must be exercised in the feeding of the hammer mill because of the high heat
buildup that can result, causing film to melt, fuse or burn. To prevent this, paper and plastic—-based films are to be
aternately fed into the hammer mill.

(2) Choppers. Choppers cut by a scissors action between one or more fixed and one or more rotating square—edged
surfaces. This system’'s waste volume expansion is the most compact of the various dry mechanical destruction
systems. Choppers are approved for destruction of classified paper—based documents using a 3/16-inch (5—-mm)
diameter perforated security screen, provided the “secure volume’ processing concept is used.

(3) Hoggers and hybrids. Hoggers and other hybridized disintegrating equipment are principally for high—volume
destruction operations, such as destroying one or more tons per day. Because there are many hogger and hybrid designs
on the market, a better description of this destruction methodology, and the appropriate security screen size for each,
cannot be given here. It is recommended that “secure volumes’ and a security screen size of 1/4-inch (6.35-mm) be
employed for classified paper—based materials processed in these systems. If the command security manager determines
that the residue from such a screen size consistently reflects excessive destruction, the security screen perforation size
may be increased to 5/16-inch (7.94-mm), provided all processing through the device employs the “secure volume”
concept and 50-pound minimum loads. In addition, the security manager will make sure that frequent residue
examinations are made to determine that the destruction of the information is complete.

3-16. Appropriate material destruction techniques and methods for non paper-based material

Shredding, pulping, and pulverizing machines built to produce the above residue standards are used primarily in the
destruction of classified paper—based products. Classified waste containing typing ribbon, aluminum and plastic offset
printing mats, and other non—paper—based products require special handling. They must be segregated, marked to
reflect their content and classification, and dealt with on an individual basis. These items can cause serious damage if

AR 380-5 ¢ 29 September 2000 19



alowed to accidentally enter some of these machines. Thus, every effort must be made to keep foreign matter out of
burn bags. Non—paper—based classified material is to be disposed of as follows when a pyrolytic furnace is not
available or is inappropriate:

a. Non water—soluble plastic coated, waxed paper, plastic acetate, or similar material. This material will be burned
in a pyrolytic furnace or other incinerator or incendiary device, destroyed in one of the high—capacity dry pulverizing
systems, or shredded. Such material will not be allowed to enter wet pulping systems. Carbon paper is an exception,
since it has relatively low tensile strength.

b. Magnetic Sorage Media (MSM), such as materials for audio and video recorders, computers, and Automated
Data Processing (ADP) office equipment. See AR 380-19 and/or section VII below for standards for destruction and
degaussing of classified information on MSM.

c. Typewriter ribbons and cassettes (mylar, nylon, and cotton—based ribbon). This category of material should be
destroyed by burning, since any other method involves both a serious risk of damage to the mechanical destruction
equipment and the attendant mess of manua handling. Shredding, chopping, and hammer mill pulverizing requires the
necessity of removing the ribbon from its reel by radially dlitting with a razor blade. This ensures that no one strip is
longer than 10-inches (25.4—cm). Longer strips have a tendency to become entangled in destruction equipment. Once
cut from the reel, this material is to be fed into the destruction system intermixed with paper—based material, sufficient
to assist with its being purged from the system. A heavy—duty (1.5 horsepower or larger) crosscut security shredder can
be used if fed sowly; however, the standard office-type shredder cannot be used. When using a heavy—duty shredder,
the strips of ribbons must be fed in so that they are also dliced across their longest dimension. This will minimize the
possible jamming of the machine by having any strips wrap around the cutting reel. When any other dry destruction
process is used for ribbon strips, a security screen appropriate for TOP SECRET paper—based material must be used.

d. Original microfilm and microfiche and other silver—based photographic material. This category of material
(having a silver content), to include black and white and colored photographs and negatives, x—rays, aeria films and
photographs, and unexposed, expired film, must always be segregated and destroyed by pyrolysis in a silver reclama
tion furnace for both security and economic reasons. The silver content of these items remains with the ash and can be
salvaged.

e. Duplicate microfilm and microfiche. Microfilm and microfiche duplicates normally are made by processes that do
not employ silver. Therefore, this type of material can be burned along with other paper and plastic materials in a
pyrolytic furnace or other incinerator. Where burning is not permitted, consideration is to be given to a centralized
collection point for destruction by burning at another location. Several destruction devices, for use with classified
non—COMSEC plastic base micrographic products, have been approved. They produce extremely fine particulate and,
when employed in conjunction with the “secure volume” concept, achieve the proper level of security. Further
information on these commercia devices is available from: Commander, Intelligence Materiel Activity (IMA), Fort
Meade, Maryland 20755-5315. As a last resort, a properly screened (1/16-inch (1.588—mm) or smaller) hammer mill
can be used. Hammer mills must be fed plastic film and other plastic-based materials very slowly to avoid heat
build—up. It is best to wait and mix in batches of paper between charges of film to alow cooling and to remove
softened plastic from the hammer mill. Further information on commercial devices is available from IMA.

f. Equipment and devices. Equipment, devices and other solid objects are best destroyed by burning, preferably in a
pyrolytic furnace. Where destruction by exposure to flame is insufficient to achieve the necessary secure level of
destruction, other means must be used. Dependent upon the nature of the item to be destroyed, the means selected must
achieve the desired results, which is the information is destroyed completely so as not to alow recognition or
reconstruction of the classified information, and involve a minimum of hazard for personnel involved. Several common
methods are listed below.

(1) Burning and melting with an oxyacetylene torch.

(2) Sledge hammer and hacksaw demoalition.

(3) Use of loca smelter or foundry retort or open hearth or other furnace to melt beyond recognition.

(4) Crushing by hydraulic press beyond recognition.

(5) Hogging in a heavy—duty, industrial-type hogger equipped with a suitable security screen.

3-17. Technical advice on approved destruction devices and methods

Destruction devices generally can be obtained through the National Supply System (FSC Group 36, Part 11). Technical
guidance concerning appropriate methods, equipment, and standards for the destruction of classified electronic media
and processing equipment components, can be obtained by submitting all pertinent information to the National Security
Agency, Attention; NSA/CSS Directorate for Information Systems Security, Fort Meade, MD 20755. Technical
guidance concerning the standards for the destruction of other storage media can be obtained from: Intelligence
Materiel Activity (IMA), Fort Meade, MD 20755-5315.

3-18. Clearing, purging, declassifying, and destroying media

a. Clearing of media means erasing or overwriting all information on the media without the totality and finality of
purging. The clearing procedure is adequate when the media will remain within the facility; however, removable media
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must continue to be controlled at their prior classification or sensitivity level. Purging or sanitizing of media means to
erase or overwrite, totally and unequivocally, al information stored on the media. Declassifying of media refers to the
administrative action taken after it has been purged. Declassifying is required when the media must leave the facility
under the control of uncleared personnel; for example, for maintenance operations.

b. The decision to declassify media will be made only after comparing the inherent risks (in the Magnetic Media
Remanence Guide — Rainbow Series) with the financial or operational benefit of media declassification. For example,
destruction of media is normally more appropriate than declassification and reuse, given the low cost of the media.

¢. Media can be declassified only after purging. The appropriate 1SSO must verify that the technique chosen for
purging (or sanitizing) meets applicable requirements. Additionaly, the ISSO must establish a method to periodically
verify the results of the purging. As a minimum, a random sampling will be taken to verify each purge.

d. Degaussing must be accomplished using NSA—approved equipment from the Degausser Products List of the
Information Systems Security Products and Services Catalogue. Information on degaussers is available through the
information systems security management structure. Some listed products may be used only to degauss magnetic media
that has coercivity no greater than 350 oersteds (also known as type | media), while others are approved for media with
coercivity no greater than 750 oersteds (also known as type || media). Certain tape media have a coercivity greater than
750 oersteds (also known as type |1l media) and cannot, at this time, be completely degaussed. (See AR 380-19 for
more information.)

e. A CD-ROM will be destroyed by scratching both surfaces with an abrasive substance, to render the CD
unreadable, prior to breaking the CD into numerous pieces with an impact device, such as a hammer.

f. Storage media containing Sensitive Compartmented Information (SCI) will be handled as stated in AR 380-19,
and media containing Special Access Program (SAPs) material will be handled as stated in AR 380-381.

Chapter 4
Marking

Section |
Marking Documents

4-1. Purpose and policy
Marking is the principa means of informing holders of classified and sensitive information of its classification/
sensitivity level and protection requirements. Within the Department of the Army, classified and sensitive material will
be identified clearly by marking, designation, electronic labeling, or if physical marking of the medium is not possible,
by some other means of notification. The term “marking” as used in this regulation is intended to include all these
methods of notification. The term “document” as used in this section is meant to apply to all classified and unclassified
material, no matter what form (paper, electronic, etc.) it is in. Classification/sensitivity markings must be conspicuous.
Origina and derivative classifiers are responsible for application of the appropriate classification/sensitivity markings.
The requirements for marking information and material within the intelligence community are a little different. These
requirements can be found in appendix D, of this regulation, and successor Director of Central Intelligence Directives
(DCID). The requirements of this chapter do not apply to the marking of security containers. The only markings
allowed on security containers are those outlined in paragraph 7-8 of this regulation. Marking serves these purposes:

a. Alerts holders to the presence of classified and sensitive information.

b. ldentifies, as specifically as possible and feasible, the exact information needing protection.

c. Indicates the level of classification/sensitivity assigned to the information.

d. Provides guidance on downgrading (if any) and declassification.

e. Gives information on the source(s) and reason(s) for classification of the information.

f. Warns holders of specia access, control, dissemination, or safeguarding requirements.

4-2. Exceptions

a. Public Media — Classification and/or other security markings will not be applied to an article or portion of an
article that has appeared in a newspaper, magazine, or other public medium. If such an article is evaluated to see if it
contains classified and/or sensitive information, the results of the review will be properly marked, if classified and/or
sensitive, and will be kept separate unless both the article and the results of the review are protected (stored and
otherwise safeguarded as classified/sensitive information). DA personnel will neither confirm nor deny the presence of
classified and/or sensitive information or the accuracy of such information when that information has appeared in the
public media.

b. Confidential Source or Relationship — Classified documents and material will be marked in accordance with this
regulation unless the markings themselves would reveal a confidential source or relationship not otherwise evident in
the document, material, or information.
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c. Restricted Data/lFormerly Restricted Data — The marking requirements for the date or event for declassification
do not apply to documents or other material that contain, in whole or part, RD or FRD information. Such documents or
other material or portions thereof will not be declassified without approval of the Department of Energy with respect to
Restricted Data or Formerly Restricted Data information, and with respect to any national security information
contained therein, the approval of the originating agency.

4-3. Requirements

General requirements are shown in this section. Each of these requirements is explained in more detail in a separate
section of this chapter. Figures 4-1 through 4-13, at the end of this chapter, provide examples of the most typical
situations. These figures are not intended to cover al situations. Material other than paper documents require the same
markings and must have the same information either marked on it or made available to holders by other means of
notification. While not a requirement, the holder of an improperly marked classified document should contact the
document originator to obtain correct markings. Classified and sensitive material will bear the following markings:

a. The overall (highest) classification/sensitivity of the information.

b. The command, office of origin, date, and if not evident by the name of the command, the fact that the document
was generated by the Department of the Army.

c. ldentification and date of the specific classified information in the document and its level of classification (page
and portion markings).

d. Identification of the source(s) of classification (“Classified by” or “Derived from” ling), and, for originaly
classified information, the concise reason(s) for classification. In cases of derivative classification, the reason(s) the
source of the classified portion(s) is/are derived from.

e. Declassification instructions (“Declassify on” line), and downgrading instructions, if any downgrading applies.

f. Warning and sensitivity notices and other markings, if any, that apply to the document.

4-4. Overall classification marking

Classified and sensitive documents will be marked to show the highest classification/sensitivity of information con-
tained in the document. For documents containing information classified at more than one level, the overall marking
will be at the highest level. For example, if a document contains some information marked “SECRET” and some
information marked “CONFIDENTIAL", the overall marking would be “SECRET”. This marking must be conspicuous
enough to alert personnel handling the material that it is classified and must appear in a way that will distinguish it
clearly from the text of the document. The overal classification/sensitivity will be conspicuously marked, stamped, or
affixed (with a sticker, tape, etc.), top and bottom, on the front and back covers (if the document has covers), on the
title page (if there is one), and on the first page, in letters larger than those on the rest of the page. If it is not possible
to mark classification/sensitivity in letters which are larger than the rest of the text (for example, on covers of
documents or graphics), apply classification/sensitivity markings in any manner that is immediately noticeable. To
promote reproducibility, classification/sensitivity and associated markings will be applied in black or other dark ink.
The use of red ink is discouraged. If the document or other material has no front cover, the first page will be the front
page. If it has a cover, the first page is defined as the first page that can be seen when the cover is turned back or
opened. In some documents, the title page and first page can be the same.

4-5. Date, command, office of origin, and agency

Classified and sensitive documents will be marked on the face of the document with the date of the document, the
command that originated it, the office or agency which originated it, and “U.S. Army” or “Army” if it is not clear from
the name of the command that it is a DA activity originating the document. This information will be clear enough to
alow the recipient of the document to contact the preparing office if questions or problems about classification arise.

4-6. Page and portion marking
Each classified and/or sensitive document must show, as clearly as possible and feasible, which information in it is
classified and/or sensitive and at what level. That will be done in the following manner:

a. Each interior page of a classified and/or sensitive document (except blank pages) will be conspicuously marked,
top and bottom, with the highest classification/sensitivity of the information on the page. The marking must be
conspicuous enough that it is clearly distinguishable from the regular text of the document. Blank interior pages are not
required to be marked. This is the preferred method of page marking. As an alternative to marking pages according to
individual page content, the interior pages can be marked with the highest overall classification/sensitivity of informa
tion within the document. If this alternative method is used, portion marking must be used and cannot be excepted as
described in paragraph 4-6c¢, below.

b. Each section, part, paragraph, and similar portion of a classified and/or sensitive document will be marked to
show the highest level of classification/sensitivity of information it contains, or that it is UNCLASSIFIED. “Portion
marking” is the term used to meet this requirement. The term “paragraph marking” is generaly used interchangeably
with “portion marking”. Whether referred to as portion or paragraph marking, the term includes the marking of all
portions of a document, not just paragraphs. When deciding whether a subportion (such as a subparagraph) will be
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marked separately as a “similar subportion”, the deciding factor is whether or not the marking is necessary to eliminate
doubt about the classification/sensitivity of its contents. Unless the original classification authority or originator of the
document indicates otherwise on the document, each classified and/or sensitive portion of a document will be presumed
to carry the declassification instructions (date, event, or exemption category) of the overall document.

(1) Each portion of text will be marked with the appropriate abbreviation (“TS’ for TOP SECRET, “S’ for
SECRET, “C” for CONFIDENTIAL, or “U” for UNCLASSIFIED), placed in parentheses immediately before the
beginning of the portion. If the portion is numbered or lettered, the abbreviation will be placed in parentheses between
the letter or number and the start of the text. Some agencies permit portion marking at the end of the portion, rather
than at the beginning. The Department of the Army does not. When extracts from non—-DA documents are made and
incorporated into DA documents, the portion marking will be placed at the beginning of the portion.

(2) Portions containing Restricted Data (RD) and Formerly Restricted Data (FRD) will have abbreviated markings
(“RD” or “FRD") included with the classification marking, for example, “(S-RD) or (S-FRD)". Critical Nuclear
Weapons Design Information (CNWDI) will be marked with an “N” in separate parentheses following the portion
marking, for example, “(S-RD)(N)".

(3) The abbreviation “FOUO” will be used in place of “U” when a portion is UNCLASSIFIED but contains “For
Official Use Only” information. AR 25-55 contains the definition and policy application of FOUO markings. See
chapter 5, of this regulation, for further guidance, as well.

(4) Portions of DA documents containing foreign government or NATO information will include identification of
the foreign classification in the marking in parentheses. For example, “(UK-S)” for information classified “ SECRET”
by the United Kingdom; and “(NATO-C)” for North Atlantic Treaty Organization (NATO) information classified as
“CONFIDENTIAL".

(5) Paragraph 5410, DODD 5200.1-R stated that the caveat “NOFORN” will no longer be used. This has since
been rescinded. Effective with the release of Director of Central Intelligence Directives (DCID) 1/7 (see app D) and
DCID 5/6, both dated 30 June 1998, the use of “US ONLY,” to mark information that must be restricted to U.S.
nationals, will cease. Until revoked, this type of information will be marked “NOFORN.” This applies to all media,
including hard copy, digital, and graphic.

(6) The subject and title of classified documents will be marked to show the classification of the information in the
subject or title. The same abbreviations (“TS’, “S’, “C”, “U”, or “FOUQ") will be used but the abbreviations will be
placed in parentheses at the end of the subject or title.

(7) Charts, graphs, photographs, illustrations, figures, tables, drawings, and similar portions will be marked with the
unabbreviated classification/sensitivity, such as “UNCLASSIFIED”, based on the level of classified and/or sensitive
information revealed. The marking will be placed within the chart, graph, etc., or next to it, such as on the frame
holding the document. Captions and titles of charts, graphs, etc., will be marked as required for text portions (such as
paragraphs) and will be placed at the beginning of the caption or title.

(8) See appendix D for an explanation of marking certain intelligence control markings (for instance, ORCON and
PROPIN). Portion marking of those intelligence control markings will follow the policy as stated in DCID 1/7 and
successor directives.

(9) See appendix | for an explanation of marking Special Access Programs (SAPs) material.

c. If an exceptional situation makes individual marking of each paragraph or other portion clearly impracticable, a
statement can be substituted describing the fact that portion markings were not used, and which portions are classified
and/or sensitive and their level of classification/sensitivity. Such a statement will identify the information as specifi-
cally as would have portion markings. For classification by compilation, the statement required by paragraph 2-13
meets this requirement.

d. Documents containing information classified by compilation will be marked as follows:

(1) If portions, standing alone, are UNCLASSIFIED, but the document is classified by compilation (see para 2-13),
mark the portions as “(U)” and the document and pages with the classification of the compilation. You must also add
an explanation of the classification as required in paragraph 213 of this regulation.

(2) If individual portions are classified and/or sensitive at one level, but the compilation results in a higher
classification/sensitivity, mark each portion with its own classification/sensitivity and mark the pages, and the overall
classification/sensitivity of the document, with the higher classification/sensitivity of the compilation. An explanation
of the classification/sensitivity by compilation is required to be placed in the document, preferably on the cover or title
page.

(3 DAMI—CH will be contacted for guidance on submission of waivers or exceptions to policy concerning the
marking of documents classified and/or sensitive by compilation.

4-7. Sources of classification — overview
Each classified document will be marked with the source of the classification. For originaly classified documents, that
identification will be preceded by the term “Classified by”. In cases of derivative classification, the source of
classification is derived from either:

(1) A classification guide or guidance.
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(2) A classified source document that was used to extract, summarize, restate, or paraphrase information from the
source document into the new document.

(3) When compilations of items of information that are individually unclassified can be classified if the compilation
reveals an additional association or relationship that matches criteria for classification pursuant to paragraph 2-8 of this
regulation. For derivatively classified documents, the term “Derived from” will precede the identification of the source
of classification. This is a change from previous policy. Previous policy required the use of the “Classified by” line for
both originally and derivatively classified documents. Current policy requires the use of the “Classified by” line only
for origina classification documents and combination original and derived documents, and requires the use of the
“Derived from” line for only wholly derived classified documents. See chapter 2 for a further explanation of the
differences between, and requirements for, originaly and derivatively classified documents.

4-8. Sources of classification — procedures

a. Originally classified documents. Each originaly classified document will have a “Classified by” line placed on
the face of the document. The “Classified by” line will identify the original classification authority responsible for
classification of the information contained in the document. The OCA will be identified by name or personal identifier
(see paragraph 2—17e for an explanation of the term “personal identifier”), and position title. If the information required
to be included in the “Classified by” line would revea classified information not evident from either the rest of the
document or not evident from the face of the document, the “Classified by” line will be completed with an
UNCLASSIFIED identification (such as an UNCLASSIFIED persona identifier) that can be traced through secure
channels.

b. Derivatively classified documents. Each derivatively classified document will have a “Derived from” line placed
on the face of the document. The term “Classified by” will not be used on classified documents that are wholly
derivative. The “Derived from” line will be completed as follows:

(1) If al the information was derivatively classified using a single security classification guide (or guidance) or only
one source document, identify the guide or the source document on the “Derived from” line. Include the date of the
guide or document. If using a source document that cites a guide as classification authority, use the guide rather than
the source document on the “Derived from” line.

(2) If more than one security classification guide, source document, or combination of guide(s) and document(s)
provided the derivative classification guidance, use the term “ Multiple Sources’ on the “Derived from” line. If
“Multiple Sources’ is placed on the “Derived from” line, a record of the sources will be maintained on or with the file
or record copy of the document. Whenever feasible, this list should be included with all copies of the document. If the
document has a bibliography or list of references, that can be used as the listing of sources as long as it is annotated to
delineate the sources of classification from the other references. A document derivatively classified on the basis of a
source document that is itself marked “Multiple Sources’ will cite the source document on its “Derived from” line
rather that the term “Multiple Sources’. (For example, “Derived from: Headquarters, Department of the Army Report,
Security 2001, an Army Odyssey, 10 February 1997, Office of the Deputy Chief of Staff for Intelligence
(DAMI-CH).™)

¢. Combination of original and derivative classification. There can be situations in which some information in a
document is originally classified at the time of preparation of the document and some information is derivatively
classified. In those cases, mark the document with a “Classified by” line and place “Multiple Sources’ on the line. For
the information originally classified in the document, the OCA will be included in the list of sources required in
paragraph 4-8b(2).

4-9. Reason for original classification

Each originally classified document will bear a concise line that describes the reason for the decision to classify. This
requirement applies only to originally classified documents and does not apply to derivatively classified documents.
The “Reason” line will not be used on wholly derivatively classified documents. The “Reason” line is placed between
the “Classified by” line and the “Declassify on” line. The reason(s) to classify relates to the categories of what can be
classified, as specified in paragraph 2-8. The “Reason” line will either:

a. State one or more of the reasons listed in paragraph 2-8. For example: “Reason: Military plans, weapons systems,
or operations’; or “Reason: Foreign government information”; or “Reasons. Military plans, weapons systems, or
operations; and foreign government information”.

b. State the reason in terms of listing the number “1.5" followed by the letter, in parentheses, that corresponds with
the appropriate category or categories of information listed in section 1.5 of E.O 12958. This is the same list shown in
paragraph 2-8 of this regulation. For example: If the information is classified because it concerns military plans,
weapons systems, or operations, mark the document: “Reason: 1.5(a)”. If the document is classified because it contains
foreign government information, mark the document: “Reason: 1.5(b)”. If the document is classified for both reasons,
mark the document: “Reasons. 1.5(a) and 1.5(b).”

¢. For those cases in which the document contains both originally classified and derivatively classified information,
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state the reason(s), as described in subparagraph a or b of this paragraph, and add the words, “and derivatively
classified source” or “and derivatively classified sources’, where more than one derivative source document is used.

4-10. Declassification instructions—"Declassify on” line

Each classified document (except those containing RD and FRD) will be marked on the face of the document with a
“Declassify on” line, with instructions for the declassification of the information. This applies for al classified
documents, both originally and derivatively classified. The “Declassify on” line will be completed as follows:

a. Originally classified documents. If al the classified information is the product of original classification, the OCA
will specify the instruction on the “Declassify on” line. The instruction will specify either a date for declassification, an
event for declassification, or an indication that the information is exempt from declassification within ten years.

(1) If any information in the document has been exempted from declassification within ten years, referred to as the
“Ten Year Rule” the “Declassify on” line will be completed with an “X” followed by a number or humbers which
show the applicable exemption category or categories from paragraph 2—11c. There is no aternative to listing the
category in this manner. For example, a document containing information requiring classification beyond ten years
because it would reveal information that would impair the development or use of technology within a U.S. weapon
system (category number 3 under paragraph 2-11c) would be marked: “Declassify on: X3". As another example, a
document containing information requiring classification beyond ten years because it reveals U.S. military plans
(category number 4 under paragraph 2-11c) would be marked “Declassify on: X4”. Note: Listing the exemption
category number rather than the words describing the category is the preferred method of citing declassification
exemption instructions within DOD.

(2) For cases in which it is possible for the Original Classification Authority to select a date or event for
declassification at a point occurring more than ten years in the future, the date or event would follow the exemption
category number. An example is “Declassify on: X3, 11 November 2011". There can be cases in which it is not
possible for the OCA to select a future date or event for declassification. In those cases, only the exemption category
will be listed. Examples for those cases, such as “Declassify on: X3”, are shown in subparagraph (1), above.

(3) If more than one exemption applies, the OCA will list each exemption. For example, a document originaly
classified beyond ten years because it would reveal information that would impair the development or use of
technology within a U.S. weapons system (exemption category 3) and that also contains foreign government informa-
tion (exemption category 5) would be marked, “Declassify on: X3,5".

(4) Regardless of the exemption category used, or whether or not a date or event for declassification has been
selected, the information can be subject to the automatic declassification provisions of the current EO or statute on
classification. EO 13142, the most recent amendment to EO 12958, section 3.4, requires al classified information
contained in records that will be more than 25 years old on 17 October 2001, and have been determined to have
permanent historical value under Title 44, USC, to be declassified on 17 October 2001, unless the information has been
exempted. The current criteria for exemption for 25 year old information is contained in chapter 3 of this regulation
and in section 3.4 of EO 12958. It is impossible to predict what criteria will apply to any future automatic
declassification programs. It is important for OCAs to carefully select the appropriate exemption category (with or
without a declassification date or event) for currently classified information. Future automatic declassification programs
might use a formula to convert current exemptions to future criteria used in reviewing old classified documents. If
more than one exemption applies, it is important to list each exemption category.

b. Derivatively classified documents. In a derivatively classified document there may be one source from which the
classification is derived, or there may be several sources. The source may have been classified after 14 October 1995
(the date the requirements of EO 12958 went into effect) and reflects the current system of conveying declassification
instructions. The source may have been classified prior to 14 October 95 under the former system in which the use of
the term Originating Agency Determination Required (OADR) was often used. Or, the source may have been classified
after 14 October 95 but still reflects the former system of conveying declassification instructions. Even in cases in
which only one source document is used, and often in cases in which several sources are used, different declassification
instructions may apply to the various items of information in the document being created. To ensure that all the
information in the document is protected for as long as necessary, the most restrictive declassification instruction that
applies to any of the information in the document will be placed on the “Declassify on” line. The term “most
restrictive’ means the latest date or event, or the date or event furthest in the future. Throughout this regulation the
term “OADR” is used dtrictly because there are documents out there with this term. The term “OADR” is no longer
authorized.

() If al the information in the document has the same declassification instruction (i.e. same date, event, or
exemption category or categories), and that instruction is an alowable option under the new policy contained in EO
12958 as stated in this regulation, place that instruction on the “Declassify on” line. The alowable options are:

(&) A date or event for declassification within 10 years from original classification.

(b) An exemption category for information classified beyond 10 years (see paragraph 4-10a) such as “X4.” When
an exemption category is used, it may or may not be followed by a declassification date or event, depending upon
whether the original classification authority has selected a declassification date or event.
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(c) For documents that will be over 25 years old on 17 October 2001, and are contained in records that have been
determined to have permanent historical value under Title 44 of the USC, an exemption category or categories as
shown in chapter 3.

(d) The source may be marked with one of the indefinite markings used before the term “OADR” was authorized. In
such cases, any information with indefinite declassification instructions will be treated as though it were marked as
“OADR".

(e) There are two different lists of exemption categories. One list applies to information that requires classification
for more than 10 years. This list is contained in paragraph 2—11c. The other list applies to information contained in the
exempted file series list and that will be more than 25 years old by 17 October, 2001. That list is contained in
paragraph 3—6e.

(2) If al the information in the document has been extracted from a document created before 14 October 1995 (the
effective date of EO 12958) and was marked “OADR”, place the statement “ Source marked OADR” on the “Declassify
on” line, followed by the date of the document after the words “Date of Source’. For example, a derivative classifier
extracts classified information from a document dated 3 June 1992 and marked “OADR”. The newly created document
containing that extract will be marked, “Declassify on: Source marked OADR; Date of Source: 3 June 1992.” When
using several sources of information marked “ OADR”, the “Date of Source” line will reflect the most recent date (the
document with the latest date). For example, one source is dated 2 August 1993 and one is dated 1 September 1995. In
this case, the newly created derivatively classified document will be marked:

Derived from: Multiple Sources
Declassify on: Source marked OADR;
Date of Source: 1 September 1995

(3) No matter what combination of indefinite declassification instructions and document dates used as sources to
derivatively classify the document, the document originator will only select the source document with the most recent
date and this will determine the date to place on the “Date of Source” line. Follow this policy for all cases involving
information classified under previous Executive Orders that contain indefinite declassification instructions. Follow this
policy for al cases involving information extracted from a document created after 14 October 1995 that was
mistakenly marked as OADR. Where practical and feasible, notify the originator of that mistakenly marked document
of the outdated declassification instructions and obtain the current correct markings.

(4) If the document is classified by more than one source (“multiple sources’) and different declassification
instructions apply, the derivative classifier will place the most restrictive declassification instruction on the “Declassify
on” line. The most restrictive declassification instruction is the date or event that will occur farthest in the future (the
longest date from now). The following applies:

(a) If declassification dates are specified for al of the sources of information used in the document, place the latest
date (date farthest in the future) on the “Declassify on” line. For example, in creating a new document, information is
extracted from documents marked for declassification on 20 March 1998, 1 June 2002, and 3 April 2009. The newly
created document will be marked: “Declassify on: 3 April 2009".

(b) If the sources of classification are a combination of a date or dates with an event or events, the declassification
instruction will reflect whichever date and event occurs later (date or event farthest in the future). If the date of the
event(s) is unknown, the declassification instruction will reflect the most restrictive date and latest occurrence of the
event(s). For example, one source specifies a declassification date of 11 November 2011, and the other a declassifica
tion event upon execution of operations. In this case, the document will be marked: “Declassify on: 11 November 2011
or execution of operations, whichever is later”.

(c) If any of the information in the document does not have a specific date or event for declassification, the
originator of the derivatively classified document will apply the most restrictive declassification instruction, according
to the following:

1. When using information classified under a previous EO, any information with an indefinite declassification (such
as Group 3 or OADR) is treated as if it were marked “OADR” and marked as specified in paragraph 4-9b.

2. When using information from sources marked with the current EO 12958 exemption markings (X1 through X8),
the “Declassify on” line will be marked with all exemptions that apply to all sources used. For example, if one source
cited “X2", another cited “X3" and the third cited “X5", the Declassify on line would read: “Declassify on: X2,3,5".
The most recent date will be used on the “Date of Source” line. For example, a derivatively classified document that
uses three sources with the latest source dated 10 February 1996, will be marked:

Derived from: Multiple Sources
Declassify on: Sources marked X2,3,5
Date of Source: 10 February 1996

3. When using one or more sources marked with an indefinite declassification from a previous Executive Order
(such as OADR) as well as one or more sources marked with the current EO 12958 exemption markings (X1 through
X8), the “Declassify on” line will cite the exemption category or exemption categories as well as “source marked
OADR”. The “Date of Source” line will cite the date of the most recent source. For example, a derivatively classified
document that uses the three sources mentioned in subparagraph (2), above, and also uses a source dated 1 September
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1995 and marked OADR will be marked:
Derived from: Multiple Sources

Declassify on: Sources marked X2,3,5 and OADR
Date of Source: 10 February 1996

4. The above rules apply to derivatively classified documents when a combination of original classification and
derivative sources are used. The term “sources’ as used above aso includes the classification guides or guidance
supplied by the original classifier.

5. With sources having a combination of differing declassification instructions, it is important to determine which is
the most restrictive. The most restrictive marking will always be used. This rule applies for all derivative classifications
including those in which there is a combination of derivative sources and original classification. A marking that does
not provide a definite declassification date will aways be considered more restrictive than one with a specific date. For
instance, a document that is classified by two sources, one dated 19 August 1994 and marked “OADR” and the other
dated 10 December 1995 and marked “Declassify on: 24 May 2004”, will be marked: “Declassify on: Source marked
“OADR", Date of Source: 19 August 1994”. See subportion (3) directly above for an example of a case in which one
source is marked OADR and the other is marked with one or more of the exemption categories (X1 through X8) of
Executive Order 12958.

4-11. Sources that were created prior to 1976

Chapter 3 provides the policy for marking information contained in records that will be more than 25 years old on 17
October 2001, and have been determined to have permanent historical value under title 44, USC. In summary, under
EO 13142, amendment to EO 12958, section 3.4, information more than 25 years old by 17 October 2001, and that is
contained in records that have been determined to have permanent historical value under title 44, USC will be
automatically declassified starting on 17 October 2001, unless that information is exempted from declassification. The
exemption categories, required markings, and the DA policy for handling this program are discussed in chapter 3 of
this regulation. This section is not intended to prescribe the policy for addressing the review of that information. That
policy is contained in chapter 3. This section prescribes the policy to follow when material, that will be over 25 years
old by 17 October 2001, is used as the source for derivatively classifying a newly created document. Commands will
consult AR 25-400-2 and local records managers for advice on what constitutes a file determined to have permanent
historical value under Title 44, USC. In creating new documents using the old sources that will be over 25 years on 17
October 2001, it will make a difference whether or not the information has already been reviewed to determine if it is
in a record that has been determined to have permanent historical value and whether or not it has been reviewed to
determine if it will be declassified or exempted from automatic declassification. There are three possible options:

a. The information is determined to be of permanent historical value under title 44, USC, has been reviewed for
continued classification, and qualifies under one or more of the exemptions listed in paragraph 3-6e of this regulation
(section 3.4 of EO 12958). If it qualifies for exemption, the exemption category and the future date or event for
declassification (if one applies) will be shown on the document, file, or record. When one of these documents is used
as a source in classifying a derivatively classified newly created document, use the term shown on the document or
record that was applied when the information was reviewed. That term will be “25X” followed by the appropriate
exemption category that pertains to information exempted from declassification at 25 years and state the new
declassification date or event, if one has been determined. For example, “25X3(31 December 2015)” if the information
is exempted because it reveals information that would impair U.S. cryptologic systems and now has been determined to
be declassified on 31 December 2015. Sometimes there will only be the exemption category with no date or event
listed for declassification. For example, “25X1” if the information would reveal the identity of a human intelligence
source.

b. The information is contained in a record that has been determined to have permanent historical value under title
44, USC, has been reviewed, and has been determined to not qualify for exemption. This information will have been
marked with a declassification date or event on or before 17 October 2001. This date or event will be used as
declassification instructions.

c. The information is either in a record that has been determined to not have permanent historical value under title
44 USC; or is in arecord that has been determined to have permanent historical value under title 44 USC but has not
yet been reviewed for declassification. This information would be subject to declassification 25 years from the date of
its origin. Thus, the date of the source document will be placed, as the following, for declassification instructions:
Source marked OADR
Date of Source:(fill in applicable date)

4-12. Warning notices
In certain circumstances, warning notices will be required if the document contains certain categories of information
for which the notice applies. In addition to the notices listed below, other notices may be required by other DA
regulations. Unless another regulation or authorized administrative publication prescribes different placement, these
notices will be placed on the cover (or first page where there is no cover) of the document.

a. Restricted Data (RD). Documents containing RD will be marked: “RESTRICTED DATA” THIS MATERIAL
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CONTAINS RESTRICTED DATA AS DEFINED IN THE ATOMIC ENERGY ACT OF 1954. UNAUTHORIZED
DISCLOSURE SUBJECT TO ADMINISTRATIVE AND CRIMINAL SANCTIONS.

b. Formerly Restricted Data (FRD). Documents containing FRD, but no Restricted Data, will be marked:
“FORMERLY RESTRICTED DATA" “Unauthorized disclosure subject to administrative and criminal sanctions.
Handle as Restricted Data in foreign dissemination. Section 144.b, Atomic Energy Act, 1954.”

c. Critical Nuclear Weapons Design Information (CNWDI). Messages containing CNWDI will be marked at the
beginning of the text as “RD CNWDI.” Documents containing CNWDI will be marked: “Critical Nuclear Weapons
Design Information DOD Directive 5210.2 applies’

d. Intelligence Information. The policy on the control, dissemination, and marking of warning notices concerning
intelligence information is contained in appendix D. Placement of these intelligence control markings will follow the
same policy as stated in appendix D.

e. COMSEC Material. The following marking will be placed on COMSEC documents before release to contractors:
“COMSEC Material — Access by Contractor Personnel Restricted to U.S. Citizens Holding Final Government
Clearance.”

f. Reproduction Notices. Classified information that is subject to dissemination or reproduction limitations will be
marked with notices that say, in essence, the following: “Reproduction requires approval of originator or higher DOD
authority of the originator”. “Further dissemination only as directed by (insert appropriate office or official) or higher
DOD authority”

g. Special Access Programs (SAPs) Documents. Special Access Programs documents may be identified with the
phrase “Special Access Required” and the assigned nickname, codeword, trigraph, or digraph. AR 380-381 contains
the Department of the Army policy on marking SAPs material. See appendix | for further information.

h. DODD 5230.24 requires distribution statements to be placed on technical documents, both classified and unclassi-
fied. These statements facilitate control, distribution and release of these documents without the need to repeatedly
refer questions to the originating activity. The originating office may, of course, make case-by—case exceptions to
distribution limitations imposed by the statements. Distribution statements on technical documents will be marked with
notices that say, in essence, the following:

(1) Distribution Statement A — Approved for public release; distribution is unlimited.

(2) Digtribution Statement B — Distribution authorized to U.S. Government agencies only; [reason]; [date]. Other
requests for this document shall be referred to [controlling DOD officeg].

(3) Distribution Statement C — Distribution authorized to US Government agencies and their contractors; [reason];
[date]. Other requests for this document shall be referred to [controlling DOD office].

(4) Digtribution Statement D — Distribution authorized to the DOD and US DOD contractors only; [reason]; [date].
Other requests for this document shall be referred to [controlling DOD office].

(5) Distribution Statement E — Distribution authorized to DOD Components only; [reason]; [date]. Other requests
for this document shall be referred to [controlling DOD office].

(6) Distribution Statement F — Further distribution only as directed by [controlling DOD office] or higher DoD
authority; [date].

(7) Distribution Statement X — Distribution authorized to US Government agencies and private individuals or
enterprises eligible to obtain export—controlled technical data in accordance with regulations implementing 10 USC
140c; [date]. Other reguests must be referred to [controlling DOD office].

i. Documents containing information provided by a foreign government. See section VI of this chapter for complete
policy on marking foreign government information in classified DA documents. U.S. classified documents that contain
extracts of information provided by a foreign government will be marked with the following warning notice:
“FOREIGN GOVERNMENT INFORMATION”

j. Documents containing information provided by a foreign government or international organization. See section
VIl of this chapter for complete policy on marking information provided by a foreign government or international
organization. Examples of an international organization are the United Nations (UN) and the North Atlantic Treaty
Organization (NATO). The following example pertains to NATO. The same policy applies to any other international
organization by replacing the word “NATO” with the appropriate name or abbreviation for that organization. DA
classified documents that contain extracts of NATO classified information will bear a marking substantially as follows:
“THIS DOCUMENT CONTAINS NATO CLASSIFIED INFORMATION”

k. The following warning notice must appear on all U.S. Government owned or operated automated information
systems:

“THIS IS A DOD COMPUTER SYSTEM. BEFORE PROCESSING CLASSIFIED INFORMATION, CHECK THE
SECURITY ACCREDITATION LEVEL OF THIS SYSTEM. DO NOT PROCESS, STORE, OR TRANSMIT INFOR-
MATION CLASSIFIED ABOVE THE ACCREDITATION LEVEL OF THIS SYSTEM. THIS COMPUTER SYS-
TEM, INCLUDING ALL RELATED EQUIPMENT, NETWORKS, AND NETWORK DEVICES (INCLUDES
INTERNET ACCESS), ARE PROVIDED ONLY FOR AUTHORIZED U.S. GOVERNMENT USE. DOD COM-
PUTER SYSTEMS MAY BE MONITORED, FOR ALL LAWFUL PURPOSES, INCLUDING TO ENSURE THEIR
USE IS AUTHORIZED, FOR MANAGEMENT OF THE SYSTEM, TO FACILITATE PROTECTION AGAINST
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UNAUTHORIZED ACCESS, AND TO VERIFY SECURITY PROCEDURES, SURVIVABILITY, AND OPERA-
TIONAL SECURITY. MONITORING INCLUDES, BUT IS NOT LIMITED TO, ACTIVE ATTACKS BY AU-
THORIZED DOD ENTITIES TO TEST OR VERIFY THE SECURITY OF THIS SYSTEM, DURING
MONITORING, INFORMATION MAY BE EXAMINED, RECORDED, COPIED AND USED FOR AUTHORIZED
PURPOSES. ALL INFORMATION, INCLUDING PERSONAL INFORMATION, PLACED OR SENT OVER THIS
SYSTEM MAY BE MONITORED. USE OF THIS DOD SYSTEM, AUTHORIZED OR UNAUTHORIZED, CON-
STITUTES CONSENT TO MONITORING. UNAUTHORIZED USE OF THIS DOD COMPUTER SYSTEM MAY
SUBJECT YOU TO CRIMINAL PROSECUTION. EVIDENCE OF UNAUTHORIZED USE COLLECTED DURING
MONITORING MAY BE USED FOR ADMINISTRATIVE, CRIMINAL, OR OTHER ADVERSE ACTION. USE OF
THIS SYSTEM CONSTITUTES CONSENT TO MONITORING FOR ALL LAWFUL PURPOSES.

I. Other Warning Notices. Subparagraphs a through k above represent the most commonly used warning notices.
They do not necessarily represent the only warning notices. There is nothing in this regulation that prohibits other
authorized warning notices from being applied to classified documents. Where other regulations authorize and require
special warning notices, they may be applied to DA classified documents.

4-13. Obsolete Restrictions and Control Markings

a. The following control markings are obsolete and will not be used, in accordance with the following guidelines:

(1) WNINTEL and NOCONTRACT. The control markings, Warning Notice — Intelligence Sources or Methods
Involved (WNINTEL), and NOT RELEASABLE TO CONTRACTORS/CONSULTANTS (abbreviated
NOCONTRACT or NC) were rendered obsolete effective 12 April 1995. No permission of the originator is required to
release, in accordance with this directive, material marked WNINTEL. Holders of documents prior to 12 April 1995
bearing the NOCONTRACT marking should apply the policies and procedures contained in DCID 1/7, section 6.1, for
possible release of such documents.

(2) Remarking. Remarking of material bearing the WNINTEL, or NOCONTRACT, control marking is not required,;
however, holders of materia bearing these markings may line through or otherwise remove the marking(s) from
documents or other material.

(3) Obsolete markings. Other obsolete markings include: WARNING NOTICE-INTELLIGENCE SOURCES OR
METHODS INVOLVED, WARNING NOTICE-SENSITIVE SOURCES AND METHODS INVOLVED, WARNING
NOTICE-INTELLIGENCE SOURCES AND METHODS INVOLVED, WARNING NOTICE-SENSITIVE INTELLI-
GENCE SOURCES AND METHODS INVOLVED, CONTROLLED DISSEM, NSC PARTICIPATING AGENCIES
ONLY, INTEL COMPONENTS ONLY, LIMITED, CONTINUED CONTROL, NO DISSEM ABROAD, BACK-
GROUND USE ONLY, USIB ONLY, NFIB ONLY.

b. Questions with respect to current applications of al control markings authorized by earlier directives on the
dissemination and control of intelligence and used on documents issued prior to the effective date of DCID 1/7, 30
June 1998, should be referred to the agency or department originating the intelligence so marked.

4-14. Downgrading instructions

Downgrading instructions are not required for every classified document, but they must be placed on the face of each
document to which they apply. When the original classification authority has determined that a document will be
downgraded to a lower classification upon the passage of a date or event, the document will be marked: “Downgrade to
SECRET on...” followed by the date or event, and/or “Downgrade to CONFIDENTIAL on...” followed by the date or
event. This marking is placed immediately before the “Declassify on” line and is used in addition to, and not as a
substitute for, declassification instructions.

4-15. The Modern Army Recordkeeping System

a. Purpose. The purpose of Army recordkeeping is to properly manage information, from its creation through final
disposition, according to federal laws and Army recordkeeping requirements. AR 25-400-2:

(1) Establishes the Modern Army Recordkeeping System (MARKS) as a portion of the Army Information Resources
Management Program (AIRMP).

(2) Furnishes the only legal authority for destroying nonpermanent Army information.

(3) Provides life—cycle management instructions for the systematic identification, maintenance, storage, retirement,
and destruction of Army information recorded on any medium (paper, microforms, electronic, or any other).

(4) Ensures that the commander and staff have the information needed to accomplish the mission; that they have it
when and where they need it; that they have it in usable format; and that it is created, maintained, used, and disposed
of at the least possible cost.

(5) Preserves those records needed to protect the rights and interests of the Army and its members and former
members, and those that are of permanent value.

(6) Ensures records related to matters involved in administrative or legal proceedings will be retained until the staff
judge advocate or legal adviser authorizes resumption of normal disposition.

(7) Provides for the systematic remova of less active records from office space to low—cost storage space.

AR 380-5 ¢ 29 September 2000 29



b. Application. MARKS applies to—

(1) All unclassified Army records, including For Official Use Only (FOUO) and sensitive, regardless of media

(2) All classified Army records through SECRET. Records that are TOP SECRET may be set up under MARKS, or
in any manner that will make accountability and control easier. Regardless of the arrangement used, however, the
disposition instructions in this regulation, and under MARKS, will be applied to TOP SECRET records.

c. Principles.

(1) Within the MARKS system, records are identified and filed under the number of the primary directive that
prescribes those records be created, maintained, and used.

(2) The file number is the key to MARKS. It identifies the records for filing and retrieval. MARKS numbers are
made up by the prescribing directive number followed by an apha suffix. See section I, appendix F, for the
recordkeeping requirements of file titles and dispositions for records created and maintained under the purview of this
regulation.

d. Further guidance. Further guidance on the management and disposition of files and records can be found in AR
25-400-2.

Section I
Marking Special Types of Documents

4-16. Documents with component parts

If a classified and/or sensitive document has components likely to be removed and used or maintained separately, each
component will be marked as a separate document. Examples of components are annexes, appendices, major parts of a
report, or reference charts. If the entire mgjor component is UNCLASSIFIED, it can be marked on its face, top and
bottom: “UNCLASSIFIED”, and a statement added: “All portions of this (annex, appendix, etc.) are UNCLASSI-
FIED.” No further markings are required on this type of component.

4-17. Transmittal documents

Transmittals are documents that have classified and/or sensitive documents enclosed with or attached to them. An
example is a letter with classified enclosures or a document that is used to describe the transmission of classified
equipment, documents, or other material. The transmittal document itself may contain information classified and/or
sengitive the same or higher than the materia transmitted. Often the transmittal document itself is UNCLASSIFIED or
classified at a lower level than the material being transmitted or enclosed.

a. If the transmittal contains information classified and/or sensitive the same or higher than the documents being
transmitted, the transmittal will be marked the same as any other classified and/or sensitive document.

b. If the information in the transmittal is UNCLASSIFIED or classified at a lower level than one or more of the
documents being transmitted, the transmittal will be marked as follows:

(1) Mark the face of the transmittal conspicuously, top and bottom, in letters larger than the rest of the text, with the
highest classification found in any of the enclosed documents being transmitted. For example, an UNCLASSIFIED
transmittal that has one SECRET and two CONFIDENTIAL enclosures or attachments will be marked “SECRET”.

(2) Mark the face of the transmittal to show its classification status when separated from the material being
transmitted. For example, the following or similar statements apply: “UNCLASSIFIED WHEN SEPARATED FROM
CLASSIFIED ENCLOSURES,” “UNCLASSIFIED WHEN ATTACHMENT 3 IS REMOVED,” “CONFIDENTIAL
UPON REMOVAL OF ENCLOSURES,” “REGRADED CONFIDENTIAL WHEN SEPARATED FROM ENCLO-
SURES,” etc.

¢. Any special warning notices that apply to the transmittal or to the documents being transmitted will be placed on
the face of the transmittal document. Transmittals that are classified standing alone will be marked the same as other
classified documents. UNCLASSIFIED transmittals will not be portion marked. The marking of classification at the top
and bottom of interior pages of an UNCLASSIFIED transmittal is not required, but is encouraged.

4-18. Classification by compilation
When a document is classified and/or sensitive by compilation as discussed in paragraph 2-13, it will be marked as
specified in paragraph 4-6d.

4-19. Translations

Trandations of U.S. classified and/or sensitive information into a foreign language, will be marked with the appropriate
U.S. classification/sensitivity markings and the foreign language equivalent. Section VI, of this chapter, contains a list
of foreign language classifications. The trandations will clearly show the United States as the country of origin.

4-20. Electronically transmitted messages
This section does not pertain to documents transmitted by facsimile (FAX) transmission. Classified and/or sensitive
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electronically transmitted messages will be marked the same as any other classified and/or sensitive document, with the
following special provisions:

a. The first item in the text of the message will be the overal classification/sensitivity.

b. For messages printed by an automated system, overall and page markings will be applied by that system,
provided they stand out conspicuously from the text. In older systems, this may be achieved by surrounding the
markings with asterisks, stars, or other symbols. See appendix E of this regulation and AR 380-19 for more guidance.

c. A properly completed “Classified by” or “Derived from” line, reason, declassification instructions, and downgrad-
ing instructions (when applicable), will be included in the last lines of the message. Inclusion of a “Classified by” or
“Derived from” line in the message is a new requirement. Declassification and downgrading instructions will not be
used for messages containing Restricted Data or Formerly Restricted Data (RD or FRD). The abbreviations “CLAS’
for “Classified by”, “DECL” for “Declassify on”, “DERV” for “Derived from” and “DNG” for “Downgrade to” may
be used on messages.

4-21. Documents marked for training purposes

Documents that contain no classified and/or sensitive information, but are marked with classification/sensitivity
markings for training purposes, will be marked to clearly show that they are actually UNCLASSIFIED. An appropriate
statement will be placed on each page of the document, for example, “CLASSIFIED FOR TRAINING ONLY”,
“UNCLASSIFIED SAMPLE”, or “CLASSIFICATION MARKINGS FOR TRAINING PURPOSES ONLY". The term
“training purposes only” does not mean the sending of mock or fake classified and/or sensitive messages during field
exercises and subsequently marking them for automatic declassification/destruction on ENDEX (end—of—exercise). It is
used for the purpose of providing examples of how classified and/or sensitive markings are properly applied, such as
handbooks and other like publications.

4-22. Files, folders, and groups of documents

Files, folders, and similar groups of documents containing classified and/or sensitive information will be clearly
marked as to the highest classification/sensitivity of information contained therein. The classification/sensitivity mark-
ing will be on the outside, front and back, and top and bottom, of the file or folder. Attaching a document cover sheet
to the outside of the file or folder is acceptable in satisfying this requirement. When cover sheets are used, they will not
be attached when the file is in a secure storage container. When cover sheets are removed, when the item is in secure
storage, the file or folder must be marked to indicate the highest level of classified and/or sensitive information
contained in the file.

4-23. Printed documents produced by AIS equipment

There are no specia provisions for documents produced by Automated Information Systems (AlS) which function as
word processing systems (see appendix E of this regulation for further guidance). Documents produced on an AlS will
be marked like other documents. For other AlS—generated documents, special exceptions may apply where the
application of the marking requirements of this chapter are not feasible. These exceptions are:

a. Classification/sensitivity markings on interior pages of fan—folded printouts are required. These markings may be
applied by the AIS egquipment even though they may not meet the standard requirement of being conspicuous. At a
minimum, the first page of the document and the back of the last page will be over—stamped, with the classification/
sensitivity, in letters larger than the print.

b. Special warning notices, identification of classification sources, and declassification (and downgrading, where
applicable) instructions will either be marked on the cover of the document, or on the first page if there is no cover, or
will be placed on a separate notice attached to the front of the document.

c. Pages or other portions of AIS printouts removed for separate use or maintenance, will be marked in the standard
manner as individual documents.

Section 1l
Marking Special Types of Material

4-24. General policy

When classified and/or sensitive information is contained in AlS equipment, hardware, AlS media, or on film, tape, or
other audio/visual media, or in another form not commonly thought of as a document, the marking provisions of this
and other applicable regulations will be met in a way that is compatible with the type of material. The main concern is
that holders and users of the material are clearly warned of the presence of classified and/or sensitive information
needing protection. The information provided by the other markings required by this regulation will also be made
available, either on the material or in a document or notice that accompanies it. Particular exceptions are noted below.
The requirements of this chapter do not apply to the marking of security containers. The only markings alowed on
security containers are those outlined in chapter 7 of this regulation.
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4-25. Telephone or communications directories

Telephone or communications directory notice. Official U.S. Army telephone or communications directories will
display the following notice on the front cover or prominently within the general information section: ATTENTION!
DO NOT PROCESS, STORE, OR TRANSMIT CLASSIFIED INFORMATION ON NONSECURE TELECOMMU-
NICATIONS SYSTEMS. OFFICIAL DOD TELECOMMUNICATIONS SYSTEMS—INCLUDING TELEPHONES,
FACSIMILE MACHINES, COMPUTER NETWORKS, AND MODEMS—ARE SUBJECT TO MONITORING FOR
TELECOMMUNICATIONS SECURITY PURPOSES AT ALL TIMES. USE OF OFFICIAL DOD TELECOMMUNI-
CATIONS SYSTEMS CONSTITUTES CONSENT TO INFORMATION SYSTEMS SECURITY MONITORING.

4-26. Blueprints, schematics, maps, and charts

Blueprints, engineering drawings, charts, maps, and similar items not contained in a classified and/or sensitive
document will be marked with the overall highest classification/sensitivity of information contained therein. The
classification/sensitivity marking will not be abbreviated, and will be conspicuous. The classification/sensitivity mark-
ing should be applied to the top and bottom of the material, if possible, or in some manner as to ensure the
classification/sensitivity is readily known. The legend or title must also be marked to show its classification/sensitivity.
An abbreviated marking in parentheses following the legend or title may be used. If the item is large enough that it is
likely to be rolled or folded, the classification/sensitivity markings will be placed to be visible when the item is rolled
or folded.

4-27. Photographs, negatives, and unprocessed film

a. Photographs and negatives will be marked with the overal highest classification/sensitivity of information
contained thereon. Photographs will be marked on the face, if possible. If not possible to mark the face, the
classification/sensitivity marking will be placed on the reverse side of the photograph. Other markings required by this
regulation will be placed on photographs along with the classification/sensitivity marking, or will be included in
accompanying documentation.

b. Roll negatives, positives, and unprocessed film, containing classified and/or sensitive information, will be marked
with the overall highest classification/sensitivity of the information contained on the film. This marking will be placed
either on the film itself, or on the canister, if one is used. If placed on the film itself, the marking will be placed at the
beginning and end of the roall.

4-28. Slides and transparencies

a. Each dlide or transparency will be marked with the highest level of classification/sensitivity contained on the dlide
or transparency, so that the marking is visible to personnel seeing the item projected, and to personnel physically
holding the item. Each slide or transparency will have the classification/sensitivity and special warning notices (if any)
marked on both the image area of the item and on the border, holder, or frame. Other reguired security markings (for
example, classification authority and declassification instructions) may be placed in the image area; on the border,
holder, or frame; or in a document or notice accompanying the item.

b. When a group of dlides or transparencies is used together and maintained together as a set, for example, in the
case of a set of briefing dlides, each dlide or transparency will have the classification/sensitivity marking and special
warning notices (if any) on it, applied as described in subparagraph a, above. The other required security markings may
be placed on the first dide or transparency (or the border, holder, or frame for the first item) in the set; these markings
are not required to be placed on the other dides or transparencies in the set.

4-29. Motion picture films and videotapes

Classified and/or sensitive motion picture films and videotapes must be marked with their classification/sensitivity and
warning notices (if any) at the beginning and end of the played or projected portion. Other required security markings
will be placed at the beginning of the projected or played portion. Reels and cassettes will be marked with the overall
classification/sensitivity of the item and kept in containers marked with the classification/sensitivity and other required
security markings.

4-30. Sound recordings

Sound recordings containing classified and/or sensitive information will have an audible statement of their classifica-
tion/sensitivity and warning notices (if any) at the beginning and end of the recording. Reels or cassettes will be
marked with the overall classification/sensitivity of the item and kept in containers marked with the classification/
sensitivity and other required security markings of the item. Where this is not possible, this information will be
recorded on documentation accompanying the item.

4-31. Microfilms and microfiche

Microfilm, microfiche, and similar media, will be marked so that the overall classification/sensitivity and warning
notices (if any) are shown in the image area and can be read or copied as part of the item. Such items also will be
marked with the classification/sensitivity markings and at least an abbreviation of any warning notices applied in such
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away as to be visible to the unaided (naked) eye. Other required security markings will be either placed on the item or
included in an accompanying document or notice.

4-32. Removable AIS storage media

a. Further details on the policy to protect and mark classified and/or sensitive information stored on AlS media is
contained in AR 380-19, and appendix E, of this regulation. The following minimum standards are required for
removable AlIS storage media. Removable AIS storage media include magnetic tape reels, disk packs, diskettes,
CD-ROMs, removable hard drives, disk cartridges, optical disks, paper tape reels, magnetic cards, tape cassettes and
micro—cassettes, and any other device on which data is stored, and which normally is removable from the system by
the user or operator. All such devices, containing classified and/or sensitive information, will be conspicuously marked
with the highest level of classification/sensitivity stored on the device, and with any warning notices that may apply to
the information. Other required markings, for example, classification authority and declassification instructions, will be
marked on the outside of the device. An exception is, if classified and/or sensitive documents or files are prepared on a
word processor and are stored on a floppy disk, and each document or file bears its own classification authority and
declassification instructions, as entered with the word processor, the disk does not need to be marked with this
information. If the required information is not stored in readily accessible format on the media, it must be marked on
the outside of the media (for example, with a sticker or tag) or placed on documentation kept with the media

b. One of the misconceptions many AIS users have, is in the use of media and AIS equipment of differing
classifications. If a user places a removable medium, such as a diskette, that is marked and contains only unclassified
data, into a classified AlS, they assume that as long as they don't save classified information on it, then their diskette is
still unclassified. By the AIS merely accessing the diskette there arises the possibility of classified information being
written to the diskette. Classified information is most often unknowingly transferred to the diskette in this manner, in
one of the following three methods: “lost clusters;” “unallocated space;” and “Slack space.”

(1) A cluster is a group of disk sectors. The operating system assigns a unique number to each cluster and then
keeps track of files according to which clusters they use. Occasionally, the operating system marks a cluster as being
used even though it is not assigned to any file. Thisis called a lost cluster. You can free up disk space by reassigning
lost clusters, but you should first make sure that the clusters do not, in fact, contain valuable data. In DOS and
Windows, you can find lost clusters with the ScanDisk utility. DOS and Windows keep track of clusters with the File
Allocation Table (FAT). The size of each cluster depends on the disk’s partition size.

(2) Unallocated space is space on a storage medium that the Disk Operating System (DOS) regards as available for
use when needed. As far as DOS is concerned, the space is empty. In actuality the space may contain deleted files,
which are not gone until they are overwritten, or partial fragments of old files to include old file slack.

(3) The DOS and Windows file systems use fixed—size clusters. DOS and older Windows systems use a 16-hit file
allocation table (FAT), which results in very large cluster sizes for large partitions. Even if the actual data being stored
requires less storage than the cluster size, an entire cluster is reserved for the file. Unless a file is EXACTLY one or
more clusters in length, which is unlikely, there will aways be space between the file's “End of File’ marker and the
end of the cluster associated with that file. Any data that is located in that space, or the empty space itself, is referred
to as file dlack. An unintended consequence of the way that DOS handles its buffers, is that the buffer's contents may
be “dumped” into file slack or “slack space”’. When files are written over a used diskette, one that had files on it but
they were erased but not fully reformatted, the new files do not overwrite all the preceding data, therefore there is till
readable data in the files slack space area. Also, whenever a file is used on an AIS, it acquires slack space from the
hard drive. This can inadvertently be transferred back onto the diskette. Normal text editing software cannot read this
area, however there are programs available to accomplish this. For example, if the partition size is 2 GB, each cluster
will be 32 K. Even if a file requires only 4 K, the entire 32 K will be allocated, resulting in 28 K of slack space.
Windows 95 (OSR 2), Windows 98, and Windows NT 4.0 resolve this problem by using a 32-bit FAT (FAT32) that
supports cluster sizes as small as 4 K for very large partitions, however this still does not preclude the possibility of
data in slack space.

¢. This area has always been a sore spot for DA organizations. Material used or produced on, for, and by, an AIS,
comprises the greater majority of an organization’s day—to—day operations. For details on the security procedures for
documents created for and on an AlS, web-based display, and common AIS security related misconceptions, see
appendix E of this regulation.

4-33. Fixed and internal AIS storage media
Systems Managers will make sure that AlS, including word processing systems, provide for classification/sensitivity
designation of data stored in internal memory or maintained on fixed storage media

4-34. Standard form (SF) labels
a. If not marked otherwise, items covered by this section will be marked with the following labels:
(1) SF 706 — (TOP SECRET Label for ADP Media).
(2) SF 707 — (SECRET Label for ADP Media).
(3) SF 708 — (CONFIDENTIAL Label for ADP Media).
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(4) SF 710 — (UNCLASSIFIED Label for ADP Media).

(5) SF 711 — (Data Descriptor Label for ADP Media).

(6) SF 712 — (CLASSIFIED SCI Label).

b. SF 710 is not required to be used in environments where there is no classified information created or used. In
environments where classified information is created or used, SF 710 labels will be used to identify unclassified media
from the classified AIS removable storage media. Media that is classified at the SCI level will have both the SF 711
and the SF 712 labels attached. The SF 711 will indicate the security classification of the data.

Section IV
Changes in Markings

4-35. Downgrading and declassification in accordance with markings

a. When a document is marked for downgrading or declassification on a date or event, the downgrading or
declassification is automatic at the specified time unless notification to the contrary is received from the originator, the
original classification authority, or other appropriate authority. There is no requirement to refer the document to the
originator on or before the date or event for a downgrading or declassification decision. If a holder of the document has
reason to believe it should not be downgraded or declassified, the holder will notify the originator and OCA (if known)
of the information.

b. When a document is declassified in accordance with its markings, the overall and page markings will be canceled,
if practical. If it is not practical to cancel the marking on each page on a bulky document, the page marking will be
canceled, as a minimum, on the first page, on the cover (if there is one), title page (if there is one), and on any interior
page that is copied or removed from the document.

c. If adocument is downgraded (assigned a lower level of classification/sensitivity) in accordance with its markings,
the old classification/sensitivity markings will be canceled and substituted with the new, lower classification/sensitivity
marking. New classification/sensitivity markings will be applied under the same policy as stated in subparagraph b,
above, for declassification markings.

4-36. Downgrading and declassification earlier than scheduled

If a document is declassified or downgraded earlier than indicated by its markings, the rules for remarking as stated in
paragraph 4-35 will be followed. In addition, the date of remarking and the authority for the action will be placed on
the face of the document. The date of the remarking is considered the date that the remarking was authorized (for
instance, date of the notice to remark) or, if no date is specified, the date that the material was physically remarked.
The authority for the action is the identity of the OCA, or the designated declassification authority, who directed the
action and the identification of the correspondence, classification guide, or other instruction or notification which
required it.

4-37. Upgrading

If a document is upgraded (assigned a higher level of classification/sensitivity), all classification/sensitivity markings
affected by the upgrading will be changed to the new markings, without exception. In addition, the date of the
remarking and the authority for the action will be placed on the face of the document. The date of the remarking is
considered the date that the remarking was authorized (for instance, “Date of Notice to Remark”) or, if no date is
specified, the date that the material was physically remarked. The authority for the action is the identity of the OCA
who directed and action and the identification of the correspondence, classification guide, or other instruction or
notification which required it.

4-38. Posted notice on bulk quantities of material

When the volume of material involved in a remarking action is so large that individually remarking each document is
determined by the commander to cause serious interference with operations, the custodian will attach a notice to the
storage unit providing the required information as stated in paragraphs 4-35, 4-36, and 4-37. When individual
documents are permanently removed from the storage unit, they must be individually marked as required in paragraphs
4-35, 4-36, and 4-37. If documents are removed to be transferred in bulk to another storage unit, they need not be
remarked if the new storage unit also has a proper notice posted.

4-39. Extensions of duration of classification

If information has been marked for declassification on a specific date or event and the duration of classification is
subsequently extended, the “Declassify on” line will be changed to show the new declassification instructions, the
identity of the OCA authorizing the extension, and the date of the authorizing action. For example, “Declassify on:
Classification extended on 1 Dec 2005 to 1 Dec 2015 by LTG Soldier, Commanding General, US Army Classification
Command.”
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Section V
Remarking and Using Old Classified Material

4-40. Old markings

Some classified and/or sensitive documents are still in use which were marked, as specified by earlier versions of this
regulation, based upon an earlier EO. There is no requirement to remark this material with the new markings specified
by this regulation and EO 12958. This material will not be remarked unless specific instructions are received from the
origina classification authority. If the material is marked for automatic downgrading or declassification on a specific
date or event, it will be remarked as specified in paragraph 4-34. If the document does not specify a specific date or
event for downgrading or declassification (for example, if it is marked “Declassify on: OADR”), it will not be
remarked until it reaches 25 years. Chapter 3 contains the policy on the marking of information over 25 years old.

4-41. Earlier declassification and extension of classification

The requirements for declassification, exemptions from automatic declassification, and extensions of origina classifica-
tion dates apply to al classified information, including that classified under previous Executive Orders. Specific policy
on classification and marking of information classified by previous Executive Orders is addressed in this regulation.

Section VI
Safeguarding Joint Chiefs of Staff Papers

4-42. General
This section prescribes responsibilities and establishes procedures to secure and distribute Joint Chiefs of Staff (JCS)
papers within the Army.

4-43. References
a. AR 380-10, Technology Transfer, Disclosure of Information and Contacts with Foreign Representatives.
b. JCS Policy Memorandum 39, Release Procedures for JCS Papers.
¢. SF 135 (Records Transmittal and Receipt) and SF 135A (Records Transmittal and Receipt (Continuation).

4-44. Responsibilities

a. In accordance with JCS Memorandum of Policy, the Chief of Staff (CSA), Army will distribute JCS papers or
extracts of these papers:

(1) Within Department of the Army.

(2) To those agencies operating under the JCS for whom the Army is Executive Agent.

b. The Deputy Chief of Staff for Operations and Plans (DCSOPS) will ensure that the Joint Action Control Office,
Office of the Deputy Chief of Staff for Operations and Plans (ODCSOPS) performs the following functions:

(1) Control and distribution of JCS papers within DA.

(2) Response to inquiries regarding distribution of JCS documents from:

(a) Agencies or commands.

(b) Organizations for which the Army is Executive Agent.

¢. MACOM commanders and heads of headquarters staff agencies will ensure that:

(1) JCS papers are properly safeguarded.

(2) Requests for JCS papers are forwarded to HQDA (DAMO-ZJC), WASH DC 20310-0421.

4-45. Requirements
a. JCS papers, including extractions from such papers, will be safeguarded in accordance with this regulation.
b. JCS papers will be safeguarded to ensure that release is not granted recipients not authorized as outlined in
paragraph 4-46.

4-46. Access
Access to JCS papers will be limited to persons who have:
a. Appropriate security clearances, and
b. Official duties that require knowledge or possession of the JCS papers (i.e. need—to—know).

4-47. Familiarization requirements
a. The following personnel will become familiar with the provisions of this chapter:
(1) Those assigned to or employed by DA or any organization for which the Army is Executive Agent.
(2) Those who have access to JCS papers.
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b. Personnel, who have actual or potential access to JCS papers, will be briefed on their responsibilities regarding
JCS papers at the time of initial assignment, and annually thereafter.

4-48. Distribution of JCS documents

a. JCS papers will be distributed only within the Army staff and to commanders of Army field and component
commands and agencies. No other distribution will be made unless approval has been granted by the Joint Secretariat,
Organization of the Joint Chiefs of Staff.

b. Other Army activities that require information from JCS papers will be furnished abstracts when possible rather
than complete documents. Such information will be phrased so that it can be clearly understood. For example, a
decision of JCS should be referred to by such phrases as “On 20 August (YY YY), the Joint Chiefs of Staff approved/
requested/directed (fill-in the information).”

¢. JCS papers that require a decision by the JCS will not be distributed outside the Army staff until a decision has
been published.

d. JCS papers, that must be approved by the President or Secretary of Defense, will not be distributed outside the
Army Staff until approval is obtained. After these papers have been approved, the Joint Chief Secretariat (OJCS) will
officialy notify the holders.

4-49. Release and Distribution of Joint Strategic Planning System Documents

Release and distribution of Joint Strategic Planning System (JSPS) documents will be the same as for other JCS papers
except for release to Service schools and colleges. However, JSPS documents are subject to the following additional
controls:

a. The Joint Action Control Office, ODCSOPS, will request a semiannual sighting report on JSPS documents. The
report will include outstanding copies or sections of the current edition of separately bound portions classified SECRET
or above.

b. Sections or extracts of JSPS documents may be reproduced or distributed to Army activities that require this
information. Information should be issued in this form when possible, rather than in the form of entire documents.

¢. JSPS documents will be accounted for by a continuous chain of receipts.

d. The CSA may distribute JSPS documents, except Joint Strategic Capabilities Plan (JSCP), to service schools and
colleges for the following purposes:

(1) To support the curriculum through controlled classroom use.

(2) For use in curriculum—related, directed research by U.S. personnel from organizations responsive to the JCS or
agencies that have received the documents.

e. JSPS documents may not be reproduced or automatically distributed to faculty or students of service schools and
colleges. Access to the JSCP and Joint Strategic Planning Document Supporting Analyses (JSPDSA) will be further
restricted to those members of the faculty and U.S. student body with an official duty requirement. Faculty or students
in service schools and colleges conducting independent work, not in response to a JCS tasking, are not considered to
have an official duty requirement.

4-50. Release and Distribution of Joint Operation Planning System Documents
Release and distribution of Joint Operation Planning System (JOPS) documents will be as follows:
a. Distribution or circulation will be limited to Army agencies directly concerned in supporting:
(1) Operations plans prepared by the commanders of unified and specified commands.
(2) Plans written to support these commands.
b. Distribution will not be made to Army service schools for:
(1) Current and superseded operations plans.
(2) Related documents prepared by supported, supporting, and subordinate commanders.

4-51. Release of JCS information to Army Service Schools

a. JCS papers are not normally distributed to schools. However, documents may be requested on a case-by—case
basis:

(1) To support the curriculum of U.S. students (controlled classroom use).

(2) For use in directed-institutional research.

b. Fully justified requests for release of information will be submitted through command channels to HQDA
(DAMO-ZCJ), WASH DC 20310-0421.

c. Documents or information furnished to the schools will be controlled to ensure that access is limited to U.S.
personnel with proper security clearances and need-to—know. Foreign nationals attending the schools may require
access. If so, this fact will be specified in the request for release, along with full justification, as outlined in AR
380-10.

d. Release of JSPS and JOPS documents will be as outlined in paragraphs 449 and 4-50, above.
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4-52. Release of information to organizations outside DA
JCS papers or extracts thereof will not be distributed outside of DA. Exceptions to this policy will be processed as
follows:

a. Release of JCS documents or information extracted therefrom must be approved beforehand by JCS.

b. Each request will be considered on a case-by—case basis.

¢. Requesting organizations will submit full justification to:

(1) The Army agency with which they normally maintain contact;

(2) The nearest Army area command or agency; or

(3) The cognizant Army staff agency for validation.

d. These requests will be forwarded with recommendations to HQDA (DAMO-ZCJ), WASH DC 20310-0421 for
action.

e. The numbers of JCS green pap